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II MX(Multi-X) Blockchain Algorithm
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1) HubbE R R
[idf%: Hash Algorithm —> ECDSA Z5fdfikifi N Secp256rl (AJF4#, Z5iD4#) —> Baseb8 Ad

dress —> JERALE]

fEHZ M2 g, @i U R o] DL I s Al . HRBIEEE 256bit AN AEE.
NN RAEAL Ty 254 Ja ik o Bl i 75 ZA . Rl AR A T8 75 Y R L

Elliptic Curve DSA FyZ MM NEEIER 512 bit AHF#E . XA HERFEHERINE 554 .
Factor WHhiZIEAFEEARI Prefix Algorithm. 5 KEAHAFER RGAE, BHINZE
AR Ty NIE NI REA S AT

random 256 bit private key WIF private key
-
£18c523315851 e6el5ae0 60823 5eec e base 58 SKehCbbxxM=Pomgb¥ql £2VAK i
Ellioti 00ebd6dl 58 4c£167£4633 6dabd Sb2ded check encode DEUKVuaH 3t jalyRsZ 1K 2K imE 2
iptic
Curve :
DSA 512 bit public key with prefix v
04 £e43d0c2c3d2ab3 054 72beb 5b 76 Tbel 160-bit public key hash
Z20bB1lc7ccb40edTa7e810£0c1dSfee £l
0fe8 Seb3ce 152 405c2dd8 453b7 aebbel SHA-256 / B BRI iies b
75236lefdbf4£52eaBb£B£304aab37ab RIPEM 160 84 600c 68 4edS04d14cSc
A |
base 58
vcheck encode
address
IKKKEENZ 1XHod B WRuQKX dvS =C £8 SibHEa
'

TAMBRERS e AN ZEhhk. 512 bit AFBEAKFSEH, TRMEH SHA-256 K&
RIPEMD HU#I%%E, TERE] 160bit. F/MEEZE A & X Baseb8Check Zwfidh, TN
ASCIT. %5 %Hhuhl  1KKKK6N21XKo48zWKuQKXdvSsCFI5ibHFa & A 1 W 34 kW 5 i A AT 138 7= 1
ik,

e hE AT R B A TR RS N . S iE N NER, AEEEM UK E . &
JG WIF (Wallet Interchange Format key) & ffHZER ", Wallet B/ i~ N4,

XA AFFBE ASCIT ) Baseb8Check #fith, N 7 3RHX 256 bit MAEWAEZHKE. (KL
K—#FE, & WIF private key - Zm94E, Address - AJFHE, 160-bit public key hash
- 160bit AJFHEAIGER) 3 MG, XLEHEAEH] Baseb8Check ZwhY, FINA ASCIT. HE
TS REAE 58 B AR UE B 13E 24 43 BOW 8 B B AR

AT code FERL T WIF a0 NBERIHAE . S AN BEFATRAERE 256bit $U%.  ECDSA
FRG S RRTEAN NBBTE R AT . EE S R ZE7E 1. Hash Algorithm Hrift B 5v%
S e, AKHEMH B Checksum [ Baseb8 Zbd ALK .

i JE N NBEZTE Baseb8Check TEigmtLE, JEHIE Factor 2/ B4 H i AN N Ba I3 FH 1
WIF . (A code A&z 1 BH)
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def
privateKeyToWif(key_hex):
return utils.base58CheckEncode(0x80, key_hex.decode('hex'))

def privateKeyToPublicKey(s):

sk = ecdsa.SigningKey.from_string(s.decode('hex"),
curve=ecdsa.SECP256k1)

vk = sk.verifying key

return ('\04' + sk.verifying key.to_string()).encode( 'hex")

def pubKeyToAddr(s):
ripemd160 = hashlib.new('ripemd160")
ripemd160.update(hashlib.sha256(s.decode('hex"')).digest())
return utils.base58CheckEncode(0, ripemd160.digest())

def keyToAddr(s):
return pubKeyToAddr (privateKeyToPublicKey(s))

# Warning: this random function is not cryptographically
strong and is just for example

private_key = ''.join(['%x"' % random.randrange(16) for x in
range(0, 64)])

print keyUtils.privateKeyToWif(private_key)

print keyUtils.keyToAddr(private_key)

2) BLHE

IAE X EEE ) Secp256kl 48 77 :f# & J& T ECC(Elliptic Curve Cryptography, 5 k2%
B3 A) 77 ECDSA(Elliptic Curve Digital Signature Algorithm) ZERIEVE, fEJEA &
i L ECDSA F parameter (BB EEES) KA secp256kl curve, secp256kl curve &
I NIERL elliptic curve. WEL/EM, ECDSA JEI8EARMEILIL T, secp256kl #iE
1E R B PR E LS

PRI ZRAATT 20 RSA BERDHARRAE SLPRA G I WIFT %45, ECC in JavaScript, window
BEMRR Cd-key, SSH-key Z%E. {HZ7EIX H )@ & w2 %0040 S5 A Bim] B 1B K 23 7 T A
LR (rfRERDRE) FA TR, (B B E T, B sageE, BAnTd et
WIS ERE S, THRAERKARGEEH BCC, RSA #5575, Hl MX Blockchain 2 1{# FH A 4
FERZIE secp256rl J5 A K T FLRN (132 568 0 AR B A

it 1) secp256kl key
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FEE IR TER v T 2= x 7 3 + ax + b [IlhZk. & 2 2R (8 R
Ry "2 =x " 3+ 7, KA Secp256kl  FUHFAEAAIR HI LR . A6 [ th £k ) S SR 2 — i
A& CATRT SR R Pl DAFE 2R B, R im B2k 5 =/ % ANEE] A, B K CHY,
A+B+C=0. MWERMELRRYE BRER. e SCEEERE. (Bl : 4A = A
+ A+ A+ A). 7E ECDSA " a] v AR 5 ih 26 ity B el & B 6 nT AR 22 0 2 RS A0 v I 1 R
i, 12345678 * A = Q —FEMECKEBEA DI EEE, (F2 WiEHo , (HHEME A 1 Q
B nox A = Q REMEHEH

T[] 4% A A & Y 12345678 2 NBE, HIZm Q RIE RN ATT 8. fEB AL, AR
P 2R SERUE,  ARARELR DU R HE AR A . WA AR ik, AV P SEB0L 2 A T 3
Wiss, ZRJLTHE—FE, TRRESMEM.

DR AR [ it 28 2 A FH 256bit fiskIER. M th 2k T2 2 5k (Elliptic Curve Digital S
ignature Algorithm, ECDSA) eBUE(EESIG, MG, ek, NN LELEGER,
1BAT ELLRTUMGIR th 2R 5 A, HERMEE L mhek I RGH . B AT, S AL Z
NTHNELREA K, BT HARMEMLZEE. Rk RAEENMNEHAAGEEERE L
B4, BEANFERAOANATEY, HEEmAERS.

2. 2% cp256rl Bk, FUREANEJRA Secp256kl AN Mo
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3) TERARUERE 5

O F it 2

TE LB A0 1T DRSS N B9 A TSR B DRI P ol AR 325 7 B 3 . 7EIX LA RIS G %, I
BHVE IR P AEA . 248N TIEIAAS 5 1% kA A

RIEZ GG BWIRAE NS4, WS N RS NI A TFEAIE 24, 7] BUSfA E Al
PIhIES T . ERAER AR TEA 0 —R AN AT, Bl AT 2 A TR AR,
FBEATFEERIAE 7254 . 1585 A PATFEEYR R IE S 2058 ) B A T AR 4
NSRS, g RER S AFEES—. MIEAFEE, B BEFELAHIAELITINE,
HEA TR N %004k, T2 4R Re T %09 .

NS R e R E5X S A WERE —BUGEERIE. 7EMZ a1 S LR HIIAAL S B %)
AiBeHiEH.

W TFEEAERHA script IEF ML HMEZES, X script W5 IEW W, HPRHIN push #1 p
op W/NBIE, ASEATTEPR loop. iXPUfH turing incompleteness.

Transaction A Transaction B
e — N e I v e nes e nesas e ensnbearans
[ Output #0 Alice’s Address 0.100BTC 79578 304eB430d234 7608 320811 400814 304108134 B 0nB 508 599018 y
) = - o Aice 0.100087C s
l _go - A . F o’ :
A TXID ' public key . (ot R
o hack ‘ BTXID .
I Output 0 | z | . 1
coin y A TXID and output index
Public key }

‘ Electronic
| Signature

A TXID and

output index Encryption
other e — by private

information keys

QL FEYY B3 5y B R ik

—H U E T R, ARIE T TR S H e SR R IR AT T . ARk B At S AR A
T I A .

(i F£: DNSSEED (f5l41; seed.Factor. sipa. be, bitseed. xf2.org %5 6 A>) ffi FEIE )7
s —> ¥ SEEDNODE &I, N[ &WIiEH:, 50 midsE > KHEAEMZS EVEIR T A
HRRAFEI &% P I DB, T DUAE B SR Ail il BB HAR Y S TR AL &) Ja 85l ) 2%
FETBBARRE AT AL (AT AR, RIBSEH) ,  SRMARR AN, HiZR “Z o kil H
K7 HARUET RIERIAE Sy, FIWTEE & Y 1, FFEAER B NS, A Y, FEIE ST
RIF AL G

X 25 110) 2519 R A R AT IE H 3% (checklist) N RS UEFT A AL & 5, KIEBAES &, HUIBRA
=5 oA5 m x5 . THINAS 5 B 4 (syntax) FI{E E#iE (data  structure)
, WA G NEZ T A& UTX0(Unspent Transaction Output), 22 5 H)%n N1 /275 tbim
AN DL B ZAUE B 3, BIIASIE TG, B AR IR SURKIE “success message
7, BRI RIG K% “rejection message” .



81b4cB832. . Mew transaction
00101234 00081234
in AMMMMSUB ... 1K KKKEN 213...
out |- in out
in
01738645
in out
+.0001 fee

RHE 0. 00101234 FTC A&i%F|  IMMMMSUblpiy2ufrSguNUdFmAcvqrQF8M5 Hihibi, JE% Transection
txid (81b4c832...), [HiE Y44 (1KKKK6N21XKo482zWKuQKXdvSsCf95ibHFa) P nTFLLak.
I N R UG s . .

Version 01 00 00 00
input count 01

previous output hash

(reversed) 48 4d 40 d4 5b 9e a0 d6 52 fc a8 25 8a b7 ca a4 25 41 eb 52 97 58 57 f9 6f b5 Oc d7 32 c8 b4 81

previous output index ' 00 00 00 00

input script length

scriptSig script containing signature

Sequence ff ff ff ff
output count 01

Value 62 64 01 00 00 00 00 00
output script length

scriptPubKey script containing destination address
block lock time 00 00 00 00

T BRAE 5 it A8 T B s B1AHE AT T )
# Makes a
transaction
from the
inputs
# outputs is a list of [redemptionSatoshis, outputScript]
def makeRawTransaction(outputTransactionHash, sourceIndex, scriptSig, outputs):
def makeOutput(data):
redemptionSatoshis, outputScript = data
return (struct.pack("<Q", redemptionSatoshis).encode('hex') +
'%02x" % len(outputScript.decode('hex')) + outputScript)
formattedOutputs = ''.join(map(makeOutput, outputs))
return (
"01000000" + # 4 bytes version
"01" + # varint for number of inputs
outputTransactionHash.decode('hex')[::-1].encode('hex') + # reverse
outputTransactionHash



struct.pack('<L', sourceIndex).encode('hex') +
'%02x" % len(scriptSig.decode('hex"')) + scriptSig +
" FF" + # sequence

"%02x" % len(outputs) + # number of outputs
formattedOutputs +

"00000000" # lockTime

)

O 524 T

THEEFRSIRRNE 554G, —RsEEN k.

e e W HEB BHE C 420 TAEE BH ) 2 B # 1 Hh [R] 22 5 .

Lo WA (B 2 TS S E) 228448 B N A (private) 8o

MmH BRIAFE (public) BERIZ S . BITHZANMEL, ATAT AN REFIAL 2258 B %
F N

HGUE A TR SUB B AT EE S 2 B a8 55 1) B Hihk— 2. (Mbhk 22 RN Baseb8  Alg
orithm ) N[, A% BMZEA BT B AT DN, XFBEIRIER S
BAMHEANIR. HE| BATEHMEL G NIEASH AT, ERS Bl gkl
FlHbhE. Chain FISHBREM A D BUKE S BHAEH. Lo E—KaSBEGTF2mAm
H, TRSEHZMZFEH Chain.

Tranzaction from Ato B Tranzaction from Bto C Tranzaction from C to D

tn contents

\ ['s address
b

tn contents tn contents

B'= address C's address

S, must ", must
match ‘m@ch (sign )
" .
N
P A's signature - }:w--h B's signature _'___.H\‘ H:,‘.'-,L--"‘ C's signature -]
: L] h ™ 'k
S N Y I )
! A's public key erify ! B's public key ‘.';erifj,r ! ‘1(2. s public key fferif:.r
| | |
sign sign sign

e _|A's private key S _|B's private key e |C"s private key

3 B RYE: Ken Shirriff's blog]
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O 5%

FARFZRAEM ECDSA M5 ih A SE AN NERTE 1 2 OB 25 44, B VRN R IUR S A% .

SRLERI 19 AR RREIRPEE .
Transaction Verification Steps: OP_CHECKSIG (SIGHASH_ALL only)

TxNew uses an output from TxPrev

TxPrev TxNew
Hash: 3013701 /\ Hash: 01898c54
L
Start: | |
- HTF= .\_.HI 0 S ! ' e 2
i ¥ /4 §5 s i i B
Prepare: Execute TxIn.sigScript to get Sig and Key onto stack, execute TxOut.PkScript up to OP_CHECKSIG
Step 1: Pop public key and signature off the stack: pubKeyStr = stack.pop(), sigStr = stack.pop()
Step 2: From TxPrev.PkScript, create subscript from last OP_CODESEPARATOR to end of script (if no OP_CS, simply copy PkScript)
PrEVTX.PkSCﬂptil SCRIPT_PARTL |0', ISU\\P’[’M’H IOL |0P,D‘JP { OP_HASH160 rmMﬁn[O‘,EOﬂAWEII“ |OP,CNE€D(SIG |°!,¢0DGJIMMWI | SCRIPT_PART4 |
Subscript: Iup,nuolm Minlmjn‘:mﬂh| oo,smuwsmvln»,mm_sn. [oﬂ_coot_nmm[ SCRIPT_PAKT4 J
Step 4: Remove OP_CODESEPARATORS from Subscript | or our | or susiso] crecpienaarsor sounsene [ or cnecxss [ scarr pwra
Step 5: Extract hashtype from signature:
Signature Hashtype
After: sigStr = ’ =70 bytes (DER) I hashTypeCode =
o o4 e
UMt oA
Step 6: Copy TxNew to TxCopy (to be modified ! !
p Py Py ( ) e T F == [ F = |1] Txcopy
TFFir 1 s r 7
| |
Step 7: Set all TxIn scripts in TxCopy to empty strings vl" |H| » [H ' !'- o | ' |-. o |4 TxCopy
Make sure that the VAR_INT's representing script length are L L V.
reevaluated to a single 0x00 byte for each Txin 4\ £ g
o ) . | |
Step 8: Copy Subscript into the TxIn script you are checking:  « H= e [-ITHH  F_~ | F =~ |- TxCopy
Make sure VAR_INT preceding SUBSCRIPT is reevaluated . LI .1 PP
to represent the size of SUBSCRIPT g 4 £ g
| e e e e e
re—y
Step 9: Serialize TxCopy, append 4-byte hashTypeCode: TxCopy.seralize( . verifyThisStr
Pasypecode
Step 10:  Verify signature against string in Step 9, ECDSA_CheckSignature( pubKeyStr , sigStr , sha256(verifyThisStr) )

(hashed string needs to be big-endian)

Repeat all steps for each TxIn object and associated TxOut

4 & [3kR: etotheipi@gmail.com]
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KPR RTINS, BAZHRELERLGELW L. N7 5 IX A 8,
scriptPubKey fEAXGZELAZ AT EEIBIZHAZ S (W2, EAEZLTFHLE) « ZJEEBE4EHN
script G5 MRS, SREEELS EW scriptSig. ZXAMNETHZATZE 5K scriptPubKey 214 H
REEPHP . #HRAEGTFZNMANL S, RSN MANTES 4. 11 HEA Hash type 244
Z TR AN E # . Transaction #& SIGHASH ALL (0x00000001) . 2544 J5iX B85 R AE AL 5 45 )2 M
B, HIINE] scriptSig. 24 Z&LL DER SRR emAs, AR K RN —M bite. SIGHASH ALL &
TRAEZE 4% i TH, 04 ZRAL R JAE A FFEERT T ECDSA Sy ELE, 2544 KA #E R 5 nde v .
WAL SRR IR G TN AN, A5 ATFMEAAT IR .. &5 %4 05 .

def
makeSignedTransaction (privat

eKey, outputTransactionHash,
sourcelndex, scriptPubKey
outputs) :
myTxn_forSig = (makeRawTransaction(outputTransactionHash,
sourceIndex, scriptPubKey, outputs)
+ "01000000") # hash code

s256 =
hashlib.sha256(hashlib.sha256(myTxn_forSig.decode('hex"')).digest(
)).digest()

sk = ecdsa.SigningKey.from_string(privateKey.decode( 'hex'),
curve=ecdsa.SECP256k1)

sig = sk.sign_digest(s256,
sigencode=ecdsa.util.sigencode_der) + '\@1' # 01 is hashtype

pubKey = keyUtils.privateKeyToPublicKey(privateKey)

scriptSig = utils.varstr(sig).encode('hex') +
utils.varstr(pubKey.decode('hex"')).encode( 'hex")

signed_txn = makeRawTransaction(outputTransactionHash,
sourceIndex, scriptSig, outputs)

verifyTxnSignature(signed_txn)

return signed_txn

scriptSig &L &%t source Hubik A TFEEANZE 4
TR UESE ], A5 R

12



PUSHDATA 47 47

sequence 30

length 44
integer 02
signature length 20
(DER) X 2c b2 65 bf 10 70 7b £4 93 46 c3 51 5d d3 dl 6f c4 54 61 8c 58 ec Oa Of £4 48 a6 76 c5 4f £7 13
integer 02
length 20
Y 6c 66 24 d7 62 al fc ef 46 18 28 de ad 8f 08 67 Ba c0 5b 13 c8 42 35 f1 65 4e 6a dl 68 23 3e 82
SIGHASH_ALL 01
PUSHDATA 41 41
type 04
publickey X 14 e3 01 b2 32 8f 17 44 2c 0b 83 10 d7 87 bf 3d 8a 40 4c fb d0 70 4f 13 5b 6a d4 b2 d3 ee 75 13
Y 10 £9 81 92 6e 53 a6 e8 c3 9b d7 d3 fe £d 57 6c 54 3c ce 49 3c ba c0 63 88 £2 65 1d la ac bf cd

i JafE scriptPubKey, “FTI4EHUEAAE 2 BTN SEAT
OP_DUP 76

OP_HASH160 a9
PUSHDATA 14 14
public key hash c8 €9 09 96 c7 c6 08 0e e0 62 84 60 Oc 68 4e d9 04 dl 4c 5c
OP_EQUALVERIFY 88
OP_CHECKSIG ac

OmARLY)
bl Ed )R, RATERLS.

- YR

privateKey =
keyUtils.wifToPrivateKey("5HusYj2b2x4nroApgfvaSt
KYZhRbKFH41bVyPooymbC6KfgSXdD" ) #1MMMM

signed_txn =

txnUtils.makeSignedTransaction(privateKey,

"81b4c832d70cb56ff957589752eb4125a4cab78a25
a8fc52d6a09e5bd4404d48", # output (prev)

transaction hash

13



0, # sourcelndex

keyUtils.addrHashToScriptPubKey("1MMMMSUblp
iy2ufrSguNUdFmAcvqrQF8Ms"),

[[91234, #satoshis

keyUtils.addrHashToScriptPubKey ("1KKKK6N21X
Ko48zWKuQKXdvSsCf95ibHFa") 1]

)

txnUtils.verifyTxnSignature(signed_txn)
print 'SIGNED TXN', signed_txn

- WAL GHHREIE R LU E .
8 ETHIf scriptSig Al scriptPubKey S5RZ AWML G4 E .
input count 01

previous output hash
48 4d 40 d4 5b 9e a0 d6 52 fc a8 25 8a b7 ca a4 25 41 eb 52 97 58 57 £9 6f b5 Oc d7 32 c8 b4 81
(reversed)

previous output index 00 00 00 00

L script length 8a
input
47 30 44 02 20 2c b2 65 bf 10 70 7b £4 93 46 c3 51 5d d3 dl 6f c4 54 61 8c 58 ec Oa Of f4 48 a6 76 c5 4f
SCBESIE £7 13 02 20 6c 66 24 d7 62 al fc ef 46 18 28 4e ad 8f 08 67 8a cO 5b 13 c8 42 35 £f1 65 de 6a dl 68 23 3e
82 01 41 04 14 e3 01 b2 32 8f 17 44 2c Ob 83 10 d7 87 bf 3d 8a 40 4c fb d0 70 4f 13 5b 6a d4 b2 d3 ee 75
13 10 £9 81 92 6e 53 a6 e8 c3 9b d7 d3 fe £fd 57 6c 54 3c ce 49 3c ba cO 63 88 £2 65 1d la ac bf cd
sequence £f £f £f £f
output count 01
value 62 64 01 00 00 00 00 00
output  script length 19
scriptPubKey 76 a9 14 cB e9 09 96 c7 c6 08 Oe e0 62 B4 60 Oc 68 d4e d9 04 dl 4c 5c 88 ac
block lock time 00 00 00 00

4) XEHfiE

O X Hepy i

157 BAEE W Temporary Pool B WAGIERIZZ 5,

HWAZ 558 7 RAHE Mining) M ECHI X (Candidate Block) o
£ Temporary Pool JER(TI#G X HR, gt A: i X B dz T X et .

Each node | ' Each node| ‘Each node |
e - S - iBLock| - [BLock| - [BLOCK]
L% 1 vbptesoy %] '
| 05000500

Tem@éM) Pool Candidate Block Add to New Block

(confirmed transactions) A

S AETE X R SE BRI, T BAE X BB FE R X

5 ] [3J&: Mastering Cryptocurrency 2nd Edition, O'Reillly]
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version 02000000
previous block hash 17975b97cl8edl1£f7e255adf297599b55

(reversed) 330edab87803c8170100000000000000
Merkle root 8a97295a2747b4£f1a0b3948d£f3990344
(reversed) cO0el9fa6b2b92b3al9c8et6badcl41787
timestamp 358b0553
bits 535£0119
nonce 48750833

transaction count 63

coinbase transaction

transaction

Description

Block hash

0000000000000000
e067a478024addfe
cdc93628978aa52d
91fabd4292982a50

Previous block hash using the sha256 hash function

A hash value from hashing the previous block header twice

Timestamp Time of block creation, seconds since January 1 1970

Nonce Counters for finding values lower than a specific target value

X Bt 1 X B 2 BN L #8 (header) FI48#5 (body) , Header &f% _EP—FEFI K NS0bytes, T
SRRAFIR B 5 JG, fETemporary pool FRFEEURININAS 5. 732 Bpool HIIRE 5,

TR XBR, 22 5 T € A8 5 S5 R R 3

6 | [3)&: http://www.righto.com/2014/02/Factor-mining-hard-way-algorithms.html]

7 & [FE: http://www.righto.com/2014/02/Factor-mining-hard-way-algorithms.html]
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Q@ X HLAIE

B Block verification process

(@ Verification of Previous block existence
(hash value of the previous block header)

@ Verification of Proof of work (POW)

Prev Block
SHA256(SHA256( Hﬂ )) <-Desired Value

Time bits nonce
8

TEREAE 25 1) 2515 BB X 2 ANBT T B X BRI ST AT A UE o A UE B T B I X RAE B A A2 15

&Y, X header BUFIMEART L HARMEEAL, XEANEB ARG L w LI R/NE NG,
X HiE Y (valid) B3g, &40 A2 “success message” KIEFIERHIX M A (originato
r), HXHAEMEE, 8 “reject message” AEREBITLARMIN M. FEYCEITT A —FBLE (
51%) WM& R A REANX B, WA BEARINL S, PUEA AT SM—F 0L, HAREA

AR T . LA LR, 2RI T SHA256 5y, HAFEAHTE 1. MX blockchain Hash Algorithm flf
PR A7

QL X B

Normal Occasional Forking

Header Hash

Rare Extended Forking

|

R BT X250 SR e EERE LU, R X 2] i A X et . & X HuBE o Jfs B,
TR MR AR ) X B A8 R 7EAH BRI A1 s A, R8T, BOi A s e R AR ek
B X PEE R R A X HEE X HdE 7 (Blockchain Forking) ” B4,

Zi k% Normal Occasional Forking (4380 I, U@ FIXMEE (difficulty) @iIX L, Rare
Extended Forking &R W], MM XEVEEAAF, H0 10 X Bl 2 5 3 Bk

S DRIE: XHBEMIEGE 5EIE p. 120 BRI

° B [kJE: https://blog—archive.bitgo. com/the—challenges—of-block—chain—indexing]
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1.MX Blockchain Hash Algorithm

=2 3, 5 6, 7 (88182838485, 9, (13, 13-1), (14,14-1), 15 16, 17
BB )

2, 3, 5, 6, 7,9, (13,13-1), 15, 16, 17 (EFlEEEE)

18, A, B BEHE (HyLEEHYEE)

=4, (B

= ZC, D, F SFAEAT AES HEFIE ] (BRAI5i2%)

= SHA-1(F10), SHA-256(F11), SHA-512(F12). (SHA %3%)

(ZHZHD: 1E AFE A2, A3, A5, ZZEMHIL, 76 B A#1E B2, B3, B5,, F&EMHL. %
HEAA B, C D, E, FAELSEANRNED, A2, B2 MELREMEARKEZL. )

A
(
B
C
D
E
F

MultiX Blockchain Hash Algorithm /& B FERFIEEMR, EXE A1 B RELE C HE
EE. FEEXEEENHEE C, D, F REE E Bk build. XB D EidH3NEAN Factor
Blockchain X E W AHIHRE, FEE “C, D, F” DL AES HA F RS B3 -

EL §%1: RHFIHEE, &C, D, FHEZFMEIT AES HEFIMEH

#include
"C,D,F"

#tdefine AESx(x) ( ((SPH_C32(x) >> 24) & SPH_C32(0x000000FF)) \
| ((SPH_C32(x) >> 8) & SPH_C32(0x0000FF00)) \
| ((SPH_C32(x) << 8) & SPH_C32(0x00FF0000)) \
| ((SPH_C32(x) << 24) & SPH_C32(0xFF000000)))

#define AESO AESO_BE
#tdefine AES1 AES1_BE
#define AES2 AES2_BE
#tdefine AES3 AES3_BE

#define AES_ROUND BE(X9, X1, X2, X3, Ko, K1, K2, K3, Yo, Y1, Y2, Y3) do
{\
(Yo)

AESO[ ((X0) >> 24) & OxFF] \
A AESI[((X1) >> 16) & OXFF] \
A AES2[((X2) >> 8) & OxFF] \
A AES3[(X3) & OXFF] ~ (K@); \
AESO[ ((X1) >> 24) & OxFF] \
A AESI[((X2) >> 16) & OXFF] \
A AES2[((X3) >> 8) & OxFF] \
A AES3[(X@) & OXFF] " (K1); \
AESO[ ((X2) >> 24) & OxFF] \
A AESI[((X3) >> 16) & OxFF] \
A AES2[((X8) >> 8) & OxFF] \

(Y1)

(Y2)

17



#define

#else

#define
#define
#define
#define
#define

#define
{\

N AES3[(X1) & OxFF] ~ (K2); \

(Y3) = AESO[((X3) >> 24) & OxFF] \

A AESI[((X@) >> 16) & OXFF] \
A AES2[((X1) >> 8) & OxFF] \
A AES3[(X2) & OXFF] ~ (K3); \

} while (@)

AES_ROUND_NOKEY BE(X@, X1, X2, X3, Y@, Y1, Y2, Y3) \
AES_ROUND_BE(X@, X1, X2, X3, @, 0, 8, 0, Yo, Y1, Y2, Y3)

AESx(x)
AESO
AES1
AES2
AES3

SPH_C32(x)
AES@_LE
AES1_LE
AES2_LE
AES3_LE

AES_ROUND_LE(X@, X1, X2, X3, Ko, K1, K2, K3, Yo, Y1, Y2, Y3)

(Ye)

(Y1)

(Y2)

(¥3)

AES@[(X@) & OXFF] \

A AESI[((X1) >> 8) & OxFF] \

A AES2[((X2) >> 16) & OXFF] \

A AES3[((X3) >> 24) & OxFF] ~ (K@); \
AES@[(X1) & OxFF] \

A AESI[((X2) >> 8) & OXFF] \

A AES2[((X3) >> 16) & OXFF] \

A AES3[((X@) >> 24) & OxFF] ~ (K1); \
AES@[(X2) & OXFF] \

A AESI[((X3) >> 8) & OxFF] \

A AES2[((X@) >> 16) & OXFF] \

A AES3[((X1) >> 24) & OxFF] ~ (K2); \
AES@[(X3) & OXFF] \

A AESI[((X@) >> 8) & OXFF] \

A AES2[((X1) >> 16) & OXFF] \

A AES3[((X2) >> 24) & OxFF] ~ (K3); \

} while (©@)

#define AES_ROUND_NOKEY LE(X®, X1, X2, X3, Y@, Y1, Y2, Y3) \
AES_ROUND_LE(X@, X1, X2, X3, @, 0, 8, 0, Yo, Y1, Y2, Y3)

do

18



#endif

A2 B

i 32 bit #iE], EF 256 bit ff FHEEMES, A 64 bit #id, EHF|512 bit N
TR, PR 16word X 45A 16 N LAEAE,  7EX B HARAF 8 word (256 %
512 bit) .

R 16 A E8eaiE (n A BER4Y 512 85 1024 bit )F1 10 4> 16 BEZEHEY,

o
—
Il

012345678910 11 12 13 14 15
1] =14 10 4 8 91513 61 12 0 2 11 7 5 3
2] =11 8 12 0 5 2 15 13 10 14 3 6 71 9 4
3 =79 3113 12 11 14 2 6 5 10 4 0 15 8
4] =905 7 2 410 15 14 1 11 12 6 8 3 13
5] =212 6 10 0 11 8 3 4 13 7 5 15 14 1 9
6] =12 51 15 14 13 4 10 0 7 6 3 9 2 8 11
7] =13 11 714 121 3 9501548 6 2 10
8] = 6 1514 9 11 3 0 8 12 2 13 7 1 4 10 5
9] =102 8 47 6 1 5 15 11 9 14 3 12 13 0

G 0 o g a g a a a

55 ChaCha ] 1/4 round FZEMIIZGTARR 4 BUABENAL a b ¢ d a3, 5 2 HidAR
FAE w2 NEBRIALE S, nl]. & lround 217 8 IR

(d @ a) >>> 8

1

—~c +d // Step 4 (no input)
— (b ®c) >>> 7

J <« o[r%10][2xi] // Index computations
k « o[r%10] [2xi+1]

a—a+b+ (m[j] ©nlk]) // Step 1 (with input)
d - (d @ a) >>> 16

c—c +d // Step 2 (no input)
b« (b@®c) >>>12

a-a+b+ (mk] ©&nljl) // Step 3 (with input)
d

©

b

A3 HiF

KYE Digest sizes 224, 256, 384 or 512 bits,
JoZE B AT R E A I SE, T RASRME 160 bit X, A3 (i G|
RSRE B E AR,
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X BURALTRMP 73 B o [XHR e BAA] R R /N2 IR SRR IR s SEBRL I AN R B R R D 5

A3 HRBSILN 4 FhASE M T2 Rk -

— R
A7 mERAD XERA L A5 NAN BHLE %
A3 #4171 224 2 512 32 224
A3 H%1 384 2 ™ 512 32 384
A3 %1 224 2 " 1024 64 224
A3 #%1 512 2 1024 64 512

20



SR, BHRER

K L]
H -0 bit ERZABIDRE A [ f b PG AR SE AR
Q 4 1 TUBE
H (i) HiAMEAH 1 (0)ZHIE.
H (N) H R MR JOE B4, n bit.
Q (i) J& 4 Hopipe ) 5 1 M
H (G, ) Je RH (). fEXE., H ()20 F85nl e A X s, Wt vl $08 %,
H (i, 0) H (1) ] (7214)
Q G, i B4 Q (DM j Hid
Q (i, a) MQ ()i el 16 M, Q (6, §) fEXE j =0..15
Q (i, b) fEQ (1) MRJE 16 #id, Q (i, jHIEXE j = 16..31
I FEKEM (bit)
m FAEXEM (1) bit By
M Bit KPE 1 AL
M (1) I RIS . Bit KB m
M3, J§) M @G). M3GE 0, MG D, ..., M3 15)]




XL, XH TEH (1) Bk 5 A B AN I B B SEE B IE, KB 32 8k 64 bit)

B35 3 MG I — R EARE
SR

L. ML

2. fEEIANMEAE m bit XEGHTA)T

3. WIEHALAETHSE he I 48
BIIER

L FEWAE B HEAE h ih S A A e
2. fEHRFMAEHIUTHE B OEMRF
3. n RLbit( LSB - m[Fflzbit ) HEiEANELRE 4

R’ Em B
PR EAEIE, M TR IR DR BT A
B3N 224 BEE 3 MBI 256

I EAEKE N . XEERE E8 1, RAEEE kA 0P, X k27T + 1 +k =
448 modb12

B3 MEF 384 B 3 MBI 512

BRWAEEEKE RN 1. EXEESEEE, ERImHRNK A 0. X k A/ nt. 27 1
+ 1+ k =960 mod1024 MIfEZ. )G mEE7 110 2 3R 64bit XHL. #lUn “abe” (3% ASCIT)

TR R A B
FETHE TR b A ] = me

e 1 EWHKF o, : {0.1} ™ - {0.1} * . XEXRBEHAEEM OMH G- 1),

JERL bijective mapping M (i) XORH (i - D). fEXHE M (1) £F 1 MiEXE, HGE - 1)
& it pipe MBLFE(E. DRSS, 10%TE LRZE 1 34> quad tube : QA& (I, a) =F o M (D),
H(I- 1)) = A2 ( Al (M (I) H (I-1) XOR)).

o HBURMF o {0,1} ™ - {0,1})" FEXHM (1) (KE mbit)fl 4 &Hpipe Q (i, a)
IS — A KRB 2. 5 R VU HE pipe id®fEQ (i, b) =F + M (i), Q (i, a) W
AN

o RAZ=HHEF . {0,1} = — {o,1}* . NTX/ collapsing ( eng. {{{1}} -

folding ) WIRIERMEA VRS 3 KouEM n JOuiEME. BEXHM () FfPUE pipeQ
(i) =Q (i, a || Q (i, b) FWEEMRBCNRE. SRS NI —AFFA RN G RHHE. 1
(i) =F . M (1), Q (1))

TR R 2L

for (i=1;i<N:i++)

{
Q(i,a)=F, (M), HG-1));
Q(i,b)=F (MG{),Q(3,a)) ;
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Q(1)=Q(,a) | [Q(,b);
HGE)=F.M(1),Q({)) ;
}

Hash=N LeastSignificantBits (H(i));

ﬂ\jT@%i@iﬁl f’ 0 F7 1 y f (2)

551 BPnscie

BMW224/BMW256

BMW384/BMW312

so(x) = SHR!(x) & SHL*(x) & ROTL*(x) @& ROTL"(x)
$,(x) = SHR!(x) & SHL?(x) & ROTLS(x) & ROTL®(x)
s2(x) = SHR2(x) & SHL'(x) & ROTL™(x) & ROTL(x)
sa(x) = SHR?(x) & SHL*(x) & ROTL’S(.‘C) @& ROTL®(x)
s4(x) = SHRY(x) & x
ss(x) = SHR?(x) & x
r1(x) = ROTL3(x)
r2(x) = ROTL? (x)
ra(x) = ROTLY(x)
ra(x) = ROTL'(x)
rs(x) = ROTLY(x)
rs(x) = ROTL*(x)
r7(x) = ROTL%(x)
apmaf)= a@) + 20 + @) +0@l)
+oa@ly + 92(0"“) + ss(cz“.o) +so(Q‘?°)
+ sl(o} + =a(Q"’J + sg(Q"_’é) +so(Q“’)
+ sty + sz(o"_3) + ss(Q;‘_’z) +Sol0m)
+ME,) 16) uod16+'M(] ~13) mod 16 [;}—6)=odlé+ K;
expandy(f) = Q;;':-)lé + ’l(o[\ls) + Q;?:.: +’2(an)
+ oy o+ rsiO"),,) + oy +r4(Q,‘9..)
+ o+ rs(O",) P
+ ol o+ 'V(Q.('_);J + ss(Q"_’z) +s4(Q‘91)
+M{,)16\nodm+M\(,)-n)ma16 ()6):10le+ K;

so(x) = SHR!(x) @ SHL?(x) & ROTL*(x) & ROTL¥ (x)
s;(x) = SHR!(x) & SHL2(x) & ROTL'3(x) @ ROTL#(x)

s2(x) = SHR?(x) @ SHL!(x) @ ROTL!(x) & ROTL®(x)
s3(x) = SHR?(x) & SHL2(x) & ROTL®(x) & ROTL®(x)

sy(x) = SHRY(x) @ x

ss(x) = SHR (x) @ x

71(x) = ROTL5(x)

ra(x) = ROTL! (x)

r3(x) = ROTLZ (x)

7s(x) = ROTL*(x)

rs(x) = ROTL¥ (x)

re(x) = ROTL®(x)

7;(x) = ROTL®(x)

epandr(j) = a(@)) + 20009 + =@ +0@,
+ oa@ly) + sz(a"u) + 53(0[]10) +sotQ“_’9)
+ sl(Q}"s\ + sz(Q"’\ + 53(0}'6) +SolOm]
+ al@l) + Sz(Om + a@’) +st"’,1
M:, ls)md16+'M\,) 13) mod 16 [;‘)—6) woate t K

apmdrf)= Qs+ n@ty + @Yy +n@ly
+ o, 4 ra(Q“’uJ + oy +r4(Q"’
+ Ql,('_]s + rs(Q('_]—,l + o,“]ls +rsfo")51
T - ss(Q %) +s4tQ"’.J
+M§,) lé,nod16+h‘f1 -13) nod 16 (, smoatet K

A3 &% 224 | A3 &%l 256

A3 #%1 384 / A3 &%) 512
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so(2) = SHR'(z) ® SHL? (z) ® ROTL"(z) ® ROTL" g(z) = HRl (z) ® SHL?(z) ® ROTL*(z) ® ROTL
s1(z) = SHR' (z) ® SHL? (v) ® ROTL"(z) ® ROTL" 5, (z) = SHR' () ® SHL*(z) ® ROTL" () ® ROTL*
s3(z) = SHR’(z) ® SHL' (z) ® ROTL"(2) ® ROTL' 5,(z) = SHR?(z) ® SHL' (z) ® ROTL" (z) ® ROTL?
s3(¢) = SHR?(z) ® SHL?(z) ® ROTL" (z) ® ROTL' 54(z) = 2()®SHany®ROTL%@)®ROTL5
s4(z) = SHR'(z) ® = s4(z) = SHR'(z) @ =

s5(z) = SHR*(z) ® = s5(z) = SHR%zygm

ri(z) = ROTL?(z) ri(z) = ROTL® (z)

ry(z) = ROTL (x) ry(z) = ROTL' (z)

r3(z) = ROTL" (z) r3(z) = ROTL* ()

r4(z) = ROTL (z) r4(z) = ROTL* ()

rs(z) = ROTLY (z) rs(z) = ROTL* (z)

re(z) = ROTL® (z) re(z) = ROTL® ()

r7(z) = ROTL* (z) r7(z) = ROTL*(z)

expand, (j) =

+ o+ o+ 4

expand, (j) =

+ o+ + o+

EIXEEH K1
1 64 bit hR).

Hhep kB
R C T IS JE

expand

H¥ L o

5Q76) + 50QP5 + @Y%) + 5@y
2@, + 2@ + s0@QY + s5@QY)
a@QY%) + 2@V + s@Y%) + s0@Y)
@) + =@ + @Y%) + @)
M((;)—16)mod16 + M((;)—13)mod16 ((;) G)modls T K;
Qg'i—)ls + 7‘1(Q§215) + (Qg )t T2(Q§i—13)
Qg'i—)lz + /"3(Q;i—)11) + Q;i—)lo + 7'4(Q§'i—)9)
Q% o+ @Y%) + @Y%+ (@Y%)
QY+ @Y%)+ s@Y,  + @)
M((;)—m)modm + M((;)—IS)modlﬁ M((;) 6)modl6 T K;

;= J X (0x05555555) F1 K 1) (32 bit fi)
J =16,

17, , 31
FETHS R AL F B B BRI

;= J X (0x0555555555555555 ()

quad tube FIBZAKBNBL, L2 ULEE — R 2R
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buexkmueHoe omobpaxerue A1(M(i) xor H(i))

wi)
il
wy?
wi

= MPauf™)
= M aH™Y)
= MPeH™)
= MPaH™Y)
= M aH)
My mHy )
M @ HTY)
M wmY)
M3 @ HY)
= WdasHi™M)
= MmPeri™)
= W e
= MPeH™)
= MPaHY)
= MY aH™)
= MIsuf™)

]

I+ + |

(0" )
(M) s HEY)
() & mfY)
(M s HY)
(M) &H{™Y)
(M;i] %Hga‘-n)
(M‘(;‘) %Héi—l))
MO eHITY)
(Ml eHéi_'>)
(M:(;') %Hgi— 1y
MY s HY)
(Mg} 'E:_Héi-l))
(M) e HyY)
(M) sHEY)
(M g HE~Y)
(M eHY)

Hans+elwee omobpaxexue A2(A1(M(i) xor Hii))

RE £

ExpandRoundl J ExpandRound2 SRR LI UHIIY 5K, &y ak . FHik,

For

Q(1,

For

Q (i,

Q) =so(Wg);
Q) =sy(W,);
Q(i) =s53(W ('))
Q(‘) s2(W. ('))

(7=0; j<ExpandRoundl; j++)

j)=expand; (j+16) ;

+ F Y

+ +

(Mg @Hjg )
o) sl )
MY aul™)
(MY s
(M anf™)
(M @H )
(MY anl )
MY aHl™Y)
(ME anlY)
(M gl
M anl™Y)
(M3 @y
MY anl™Y)
(ME gHE
(M ani™
(MD auI

Qé') =53
Q) =
Qg =

Qi ==

(j=ExpandRoundl; j<ExpandRound2+ExpandRoundl; j++)

j)=expand, (j+16) ;

MPerE™ + Meni™)
MPenli™) - MY erEY)
MPeHS )+ (MY eHLY)
My e + M erl")
(M‘%H My - wenfY)
(M" H" "+ m@enlY)
(M"’»&«H(‘ Mo+ (M) ;H[“”)
(MQ @ H{Q‘”) E (Mi’} sHy )
mPenl™) - (M"l-,w" Yy
(hl;i) &1'17"-”) + (M('] H[‘ 1])
(YT (M(']tEH[' )
MmP er™Y) 4 (M“J H[“")
M eHi™") 4 tM"’ i)
MP aHEY) 4 (M"l HEY)
M sriY) - (MQ sHEY)
WP eni™ + Mmfeni")
N QY =swy));

N Q) =s W)

i QY =siwy);

e (w(‘))

PE R R IR
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F o #8E:
1IN XL & XHitE

XL = QA © Q) © - o Qf
XH = XL © QY © Q¥ & - o QY

2. 18 H () HHE.

HY = SHI*(XH)® SHR'(QY)) oM XL® Q) © QY
HY - SHR(XH)® SHLS(Q(')) oM’ XL®Qy ® QY

®

( (
( (
(SHR(XH)® SHL*(Q\Y)
HY = (SHR'(XH)® SHL*(Qy)
(SHRS(XH)® Q)
( (
( (
(

®

XL® QY @ QY
XL® QY ®QY
XL®Qy ® Q)
(XL® Q) ® QY

®

SHLS(XH)® SHR(QY)
SHRY(XH)® SHL'(QY))
HY - (SHRUM(XH)® SHL*(QS))

(
(
(
(XL® QY QY
(
(
(

®

® &
SEE8E88888588

+ + + + + + + + + + A+ o+ + 4

HY = RoTL*(HY) + (XH® g oM (SHR}(XL) ® Q%) ® QY
HY = ROTI®(HY) + (xHe Q¥ oM (SHR“ L) QY @ QY
HY — rOTIV(HY) + (XH® 9 oMy (SHR®(XL) ® (‘) Q%
HY = porr2(HY) + (XH® © QMY (SHR'(XL) ® 52 ® QY
HY = ROTLB(H) + (XH® @ oMY (SHR3(XL)® Q\) ® 12’
Y = poTLM(HP) + (xHe Q¥ oMy (SHR4(XL)®Q2)®Q
Y = ROTL®(HY) + (xHe Q) oM (SHR'(XL)® Q%) ® 54
HY = rROTL®(H) + (xH® QY oMY (SHR?( XL)®Q2) ® Q)

S BB B A

TEH N WERAES, RPN NG R Hash = Hash (H (V)) {HIIn bit,

e HWHI =H N, 8 [[H®N 9 [|... [[H(M 15 - kR A3HZF 256 & A3 #5512 H

e W =H (N, 100 [ HO 1D [[ ... [|H (G 15 - KA3 #3384

o HHI =H N, 9 [|HN 100 || ... || H M 15) - J A3HZH 224

A5 %)

HA 128 bit, f#H%MM pipe #i&, ZLLARX JEREAEE. X 128 bit MWW bit, K
XOR i XHZ [0 r round 2R B . #FIHAZE NIST $#2REH (A5 #4118 / 17) 2 bit FHEL
200cycle. GfE AJEiEIE NIST FIUiRH, fEIRETA "A5 BFItL 8 / 11 16 %, SR TFEHhEEN
“AS B 16 / 327, FEEMEFEREIGE A5 A 512, E XN A5 ELA 16 + 16 / 32 + 32-512.

* ) 2l JR
A5 NS, FiE BEAFRRNMLESIL + ¢ / b + f - he

o i VI round %,
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r 285X round .
b &X {1, 2, 3, ... 128} 1€ XX H K/ (bytes)

f R round .

h &x {8, 16, 24, 32, ... 512} frE LHHERAIE Y bit K/

EHIE NIST, I K& FRE QOREEMR . (cEALESr / b - h & i £ B
RN 10 Te

PSR S TE AN JZ R B AR E SO 0-1 Hal ) 5 AN Z IR HES (dbytes 240 . Huid 2 S AL FR [00000]

T O[11111].  FiEgE A little endian.

A ERIRAS S 40 B ) =~ ([000000], [00001], [00010] 20 H¥E AN h / 8,b M v, {EHAM A B EN 0,
FAT VI . SR i round S, SEMMIIELI B . RERVIMEHRE (IV) . IVEA/AHiE hb
, T A FEAT AR

EEM b byte XL, 0 1bit Jo, MR T ZHIN 0 A7k, o8 B X B,

FXHZEA b bytes H XOR HINJGIEAIT A r round.

o O RS AR R ZRAS IS h/8bytes.

ROUND H:fg
G0 & T T
B0 O @ @
o @@@@ 5
ii‘ % “
He@> @ @ .
@@ !

S RO Fotnt sk M e 10 R

A G, kL m@m x [ 1 jklm] modulo 2“7 x [ 0 jkim].
MEA G, ko L, miEx [0 jkiml4FE EHER 7 bit

A Kk, 1, mFEx [ 00 klml##ky x [ 01 klm]

PLX[ 1 jklm] X, [ 0 X&4 (J, K, L, M) jklm].

X[ 1 JK 0 X[ml 1 JK 1 X84 G, K m)fmnl.

SEA (G, ko 1, m@Emx [ 1 jklm] modulo 2“7 x [ 0 jkim]
WEA Gy ke L, mABEx [0 jklml4E FJEsE 11 bit

No O W
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8. MHEAN G, L, mit x[ 0 j 0 Iml##HA x[ 0 j 1 Im]
9. PLX[ 1 jkim] X[ 0 A&, K L M jklm].
10. X&A (G, k, DiEx [ 1 jkl 0 J¥#k x [ 1 jkl 1 ]
BB+
TEIX|FHfdi A A5 505 80 + 8 / 1 + 80-512. HIUGILREAEFTA 80 + 8 / 1 + £ — 512 B #E
FRF, WAMR .

5d£39869c73009fb108994600£1626e6£37c07360c0d8bb53d19¢c£57b8e74133 \
5b8034a3eff9892014c4£ff315038ef2a391812fe52a440e9a293527d12cad4570
6€0958933470b£f814aa4909adb3ec39384e9c314d0db874af21d45bcacb31252
lce5ab6a3bf6f05de88abbdd0fcfd3fafb8225d546242eada52540095c3daz221

8wl ASCIT %04Z “Hello” (16 EL¥L : 0x48, 0x65, Ox6c, OxBc, O0x6f) Zffif 6 M SXH., 785
fEf 5 X, & bit HEFIMEIAN, A 1 N AT padding X, 512 bit HFIMELLNGE .

7ce309a25e2e1603calfc369267b4d43f0blb744ac45d6213cal8e7567566444 \
8e2f62fdbf7bbd637¢ced40£c293286d75b9d09%e8dda31bd029113e02ecccfd39b

ERAEE — SO IE A Avalanche effect 2, KKRAHEEMHH . “hello” (£ 1
bit A28 5 Hel lo” FIAIE ) EA AR BRAL R 2 BIME

0lee7f4eb0e0ebfdb8bf77460£64993fafl13afce01b55b0d3d2a63690d25010f \
7127109455a7¢c143e£12254183e762b15575e0£fcc49¢c79a0471a970ba8a66638

BESH

A5 HRBE VAT AL YUE HOS i N B 2 PP 2 B S B (I DU @ ZE R 2 8. T i A AR
AFEFISHIEE RV 2 B FE] . JEEEY ASCIL,

mnmn

message: (the zero-length string)

A5 Bi5l 160+16/32+160-512:
4a21d00bbcfcb5a9562fb981e7f7db3350£e2658639d948b9d57452c22328bb32\

£468b072208450bad5eel78271408belblbe5633ac8ale3cf9864cfbfc8e043a

A5 Bl 80+8/1+80-512¢

90bc3£2948f7374065a811f1led47a208a53bla2f3belc0072759ed49c9c6c7£28\

£26eb30d5b0658c563077d599da23£97df0c2clacbece734ffe87b2e76££7294

A5 B4 10+41/1+10-512:

3£917707d£9acd909424468103812880e267d204£1£df795d3987990584fa8f1\

f4a0b2dbd52£fd1lc4b6c5e020dc7a96192397dd1bceSb6d16484049£85bb71£2 £
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A5 H8%1 160+16/32+160-256:
44c6de3ac6c73c391bf0906cb7482600ec06b216¢c7c54a2a8688a6a42676577d

A5 Bl 80+8/1+80-256:
38dl1e8a22d7baac6£d5262d83de89cacf784a02caa866335299987722aeabc59

A5 %] 10+1/1+10-256:
80f72e07d04ddadb44a78823e0af2ea9f72ef3bf366fd773aalfa33fc030e5ch

message: "Hello"

A5 B{%] 160+16/32+160-512:
dcc0503aae279a3c8c95fa1181d37c418783204e2e3048a081392fd61baces883\

alf7c4c96bl6b4060c42104f1lcedbab22f1a%abaeb994bebl07fed53a78£588¢

A5 B1%) 80+8/1+80-512:
7ce309a25e2e1603calfc369267b4d43£0blb744ac45d6213cal8e7567566444\
8e2f62fdbf7bbd637ced40£c293286d7509d09%e8dda31bd029113e02ecccfd39b
A5 BF 10+1/1+10-512:
13cf99cla71le40b135f5535bee02e151eb4d897e4ded410b9chb6d7179¢c677074eb\
6eflae9a9e685ef2d2807509541£484d39559525179d53838eda95eb3£6a401d

A5 HY%) 160+16/32+160-256:

e712139e3b892£f2£5fe52d0£30d78a0cbleb51lb217daled4acbl03dd0856£2db0

A5 %] 80+8/1+80-256: 692638db57760867326f8510bd2376533f37b640bd
47a0ddc607a9456b692£70£

A5 BE%l 10+1/1+10-256:
£63041a946a2a98bd47£3175e6009dcb2ccf597b2718617bad6d56£27£fe35d49
message: "The quick brown fox jumps over the lazy dog"

A5 Bl 160+16/32+160-512:
bdbad4a28cdleob774bdf3c9511defla’?2baf39d4ef98b92¢c27cf5e37beb8990b7\

cdb6575daela548330780810618b8a5c351¢c1368904db7ebdf8857d596083a86

A5 E4%] 80+8/1+80-512:

ca942b088ed9103726afl1fa87b4deb59e50cf3b5c6dcfbecebfbbba22fb39%aébel

9936c87bfdd7¢c52fc5e71700993958fade7b5e6e2a3672122475¢c40£9%ec816ba
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A5 B4%] 10+41/1+10-512:
eb7£f5f807068668c61186c3c710ce57f9094fbfaldbdc7554842cdbb4adl0ced\

2fce72736d10b152f6216f23fc648bce8l0a7af4d58e571eclb852fa514a0a8e

A5 BiF 160+16/32+160-256:
5151e251e348cbbfeed6538651c06b138bl0eeb7lcfbeac054d7ca5fec82eb79

A5 5] 80+8/1+80-256:
94e0c958d85cdfaf554919980f0f50b9450b88ad08413e0762d6Ff0219aff3e55

A5 8% 10+1/1+10-256:
217a4876f2b24cecd489c9171£85d53395¢cc979156ea0254938c4c2¢c59dfdf8a4

KFRom AR TEA IR R AN

14 AS B8 80 + 8 / 1 + 80-512 WIMIGA L R B & LI —FE, A5 HF) 80 + 8 / 1 + 80-256 ) IV
LU o

830b2bd5273d616£d785876a4a500218a5388963eeb702fb47547842459£8d89 \
8727alc8bad0bd48cefd7£fe82543c2735c033052ae9fcd632d4541bdebbbchb0d \
cb8a9cdf579f5b67b2ae00968180af6e51lebdf0ca597cd2bf91f7ab2%a62 \ 0la
d72d946e6c075c6d1337€0a293d6£90c438ac38bel53f32aa288ffcbecal8a

AB H1F
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input message:
12 words (1536 bits)

ECHO 224/256

chaining variable:

4 words (512 bits)

EHYFENT LALAKFH) T ROUND FERERE T 94

ROUND H;fig
A6 HUFI) ROUND Hifg &4k AES Mid, IZHTE—F.

TE 16 Bia &AME A 2 4 AES ROUND 9 BIG. SubWords Z5#: -

e 154Jj AES ff) ShiftRows, f54jj 128bit Hiid [ BIG. ShiftRows ZA&# :
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A7

5 D5 / SHA RHIMHEESIRE—FE, EMASERXESE, REHHE hi=f (hi-1,mni). #
Grostl ZIOMYPIRE LR Nm &t (512 8 1024 bit) KRR LL . BOUPIRES 2B 45 5 10
KGR, E4FR% £ ZLL—X 256 B¢ 512bit BRAL P Al Q IR, WFEX. £ (h, m) =
P(h+m)+Q (m) +h Jiiz&%E P A1 Q &LL Rijndael (AES) XHRZAD NIEAYE, (HEL 4x4, J3
BNTE bite [ 8x8 B 8x16 #EFll. 5 AES —FF, % ROUND MR NPUFH T/E. AddRoundKey (Grostl
ROUND % =4 [ sE, fH P F Q #HH A[H) SubBytes (f# ] Rijndael S-box ] 5 AES 7} %)
ShiftBytes (&5 AES WLEJEH 7, 76 P M1 Q 512 bit & 1024 bit M A ZR) MixColumns (K R
ijndael ) 4x4 HHAFH 8x8 ) 5 Rijndael AN[F, Frfi ROUND #4—, A &4 AddRoundKey TAE.
512bit % ZHELF 10ROUND, 1024bit JR#fE#F 14ROUND. x5 1 Fe P B A R e B 0 T f &% A He
Q (h) =h+P (h) #WEIWNIFENELZ, XELHEHT 0 FHEEXHE n, &HELSERBIRE
REJE, REEEER TS Q (0) MHMbYE (AEMREE) 4.

el s

T HI RS E

Grostl-224("")

32



0x f2e180fb5947be964cd584e22e496242c6a329c577fc4ce8c36d34c3
Grgstl-256("")

0x 1a52d11d5500390e16107£9c58db%bccd4l17£16£736adb2502567119£0083467
Grostl-384("")

Ox ac353cl1095ace21439251007862d6c62£829ddbeocdedf78e68d310a9205a736d8b11

d99 bffedd48f57alcfa2934£044a5
Grestl-512("")
0x

6d3ad29d279110eef3adbdoode?2a0345a77baedel557£5d099fcel0c03d6dc2ba8ebd4as

633dfbd66053c20faa87dlallf39a7fbe4a6c2£009801370308£c4ad8

RERAG/NNEA, [A Avalanche effect R, JLT-#EREHE I,
B B A S AR i N N ) 5 I

Gregstl-256 ("The quick brown fox jumps over the lazy dog.")
0x 8c7ad62eb26a21297bc39¢c2d7293b4bd4d3399faB8afab29e970471739e28b301
Grostl-256 ("The quick brown fox jumps over the lazy dog.")
Ox £48290blbcaceed406a04290993adb8fb3d065£4b09cbcdb464a631d4a0080aaf

Hmac
TE X
HMAC(K,m) =H ((K’ ® opad) || H ((K' & ipad) || m))
K — H(K) K is larger than block size
K otherwise
H o R E A R 2
m SR ERAERFLE
K REEE.
K RNESEE K FHAXPCRNRE. AXEK/ME 0 [ 45 padding.
/o RIRNIERE
@2 bit BAMHMbEZHLZRE (XO0R)
opad 3EXHK/NIHNER padding, #MCN 0x5e AR B LM bytes.
ipad FEXHR/INFIPNES padding, RN 0x36 HIME R EIEHH] bytes.
S

T EEL HMAC BISeIl S . XH R/ SHA-1, MD5, Al4 #%-128 / 160 EiF k% —HH

64 (bit).

Function hmac
Inputs:
key: Bytes //array of bytes
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message: Bytes //array of bytes to be hashed

hash: Function //the hash function to use (e.g. SHA-1)

blockSize: Integer //the block size of the underlying hash
function (e.g. 64 bytes for SHA-1)

outputSize: Integer //the output size of the underlying hash
function (e.g. 20 bytes for SHA-1)

//Keys longer than blockSize are shortened by hashing them
if (length(key) > blockSize) then
key <« hash(key) //Key becomes outputSize bytes long

//Keys shorter than blockSize are padded to blockSize by padding
with zeros on the right
if (length(key) < blockSize) then
key — Pad(key, blockSize) //pad key with zeros to make it
blockSize bytes long

key xor [0x5c * blockSize] //Outer padded key
key xor [0x36 * blockSize] //Inner padded key

o_key pad

i _key pad

return hash(o key pad [lhash(i key pad lImessage)) //Where [ is c

oncatenation

i 4n

T T A2 4 7S L) HMAC A .

HMAC MD5 ( "", "") = 74e6f7298a9c2d168935£58c001bad88 HMAC SH
Al ( "", "") = fbdbldlbl8aa6c08324b7d64b71fb76370690eld 8 SHFI

( "", "") =

b613679a0814d9ec772£95d778¢c35£c5££1697¢c493715653c6c712144292c5ad

T &M% 8 bit ASCII 8{ UTF-8 %L, 2 ARZTEN HMAC {H.

HMAC MD5 ("key", "The quick brown fox jumps over the lazy dog")
80070713463e7749090c2dc24911e275

HMAC SHAL ("key", "The gquick brown fox jumps over the lazy dog")
de7c9b85b8b78aabbc8a7a36£70a90701c9db4d9

8 FHH| ("key", "The quick brown fox jumps over the lazy dog") =
£f7bc83£430538424b13298e6aabfb143e£4d59a14946175997479dbc2dla3cd8

A8 HiF1] A
8-1 HAl

A8-2 Hi%
A8-3 Hi%


https://en.wikipedia.org/wiki/ASCII
https://en.wikipedia.org/wiki/UTF-8

A8-4 BiH)
A8-5 Bit%

(TEIXHL AB-1 %1 ~ A8-5 #Il2 A8 MBI S HLF)

A9 #LH
EA 1024 bit dRA, 7512 bit AX A EE).
BN X B A B R RO T 3 AN B

1 e X ORI LM —24 XOR

2. MEEZIRE EIEM 42 ROUND A BIMNSI CEILRE) o XHMMON T 42 R E.

LA NS> E19 256 A 4 bit KB, EPEAS 4bitS-box Fridid — &R, EHSELL 256bit
round BERSEHL, S DHAX S5 bit 454, @i 5 — 4 bit S- box & EE R,

2. KT GF (2 4)FHEKIEESENAMN, BEIRIIK bit Xk,

3. TE R ROUND A T RERS T A BRI X B, FRa2 4bit XHR,

3. WA XBCIRZRIA M —FJy XOR

g5 ROCHEAE 1024 bit ;ZH, 25—~ 224, 256, 384 B 512 bit. SSE2
A set, EASELH bit HE|, & bytes Hft 16.8 cycle HIIESE .

AL3 B, A13-1Ei%) (SHA-3)

Padding

N TAEAE B A 7 B rbit XHR, 7 padding.  SHA-3 £ padding DJgeP IS 10 * 1. 7£ 1
bit JGHE I Obit BLEGRK r - 1) &G 1bite r — 1 zero bit M KNEARE M3 EXEN
r— 1 bit KERNEIN. REEERG bit FHRMESE r -1 zerobit MHEXH., WA 1bit FEERE
KECET 4N r PSR FHEATCLR. [24] 5.1 EXFEHT, HAhX B in sz B, A 1
bit,r —2 zero XELEHAh 1 bit. XZNTALME padding HFEMKEREKE " 1IEE 5 Bit”
MFEEE . —FFETFE 1bit, BIEARR R UANE Obit MG BASERM AT . &5
1bit HIALE Bl v (Z EEE padding), X HAWBSN BT B2 4SUEH.  HFAEERE,
R R A5 A5 B 1 A SO AR FPAE V) 2 BT A —FEI o

[X I %71

Xt SHA-3 () 1A3 ##-f [1600] XEeAs#: 7 R XOR, AND JZ NOT EEMINY], Bt AR
TE B A B A A v 25 5 4 S B

XEEX 2 2R AN, w =2 ¢ bit. FE SHA-3 FEHEMH 64 bit HiE, ¢ = 6.

REME IR 5 X 5 X w bit HES. M E% indexing, % al 7 1 [ J ]

[ k] REBAKDbLItG 7 + J ) X w + k o Wy, &5 T J %, kK
bit

INDEX BEARAE S — 58 —IRIJCIBAT N 5, 55 = IRJCIBAT N wo

FEARXIRAT B AR N 12 + 2 ¢ 5 M E.
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0

5 w (320, w =64 B) THE 5 bit FIRSFAr, HE IERLE R PANIE I S
Hefh B i G VEREIAROE, a [ 7 10 7 10 1 & a [ 1 ]

[ 10 k1&FHh @[0o... 41 [ 7 -110[ £1) & FHh @[o0...
41 0 j +11 [ &k -11)

o
825 MAFERANUARR=MEE 0, 1, 3, 6, 10, 15, ... gk A bit i, ¥
MyttHEE [ a ] [0)AViEs:, 0o < ¢t <24 , [ 7 1R [ Jj#& [ K
Z 1< [ 710 J 1L kK -C¢t+1) (¢t +2) /2]
J
25 REBshBBEENESE. a [ ;7 ]2 7 +3 j 1< a [ i ]
[ J ]
X
x — x & (v & z )BT Sbit. WAEMME [ 7 10
J 1 [ k& < L 710 7110 k1e® [ 110 J+ 1]
L x ] [ 710 & + 2110 k1) . X/ SHA-3 fmE—JELeithiEs.
A
DIHHt s B R PRSI — i, 520 < m < ¢ W, ffround n *H [0]
(0] [2 " -1] & 8 LFSR MWibitm +7 n 5 XOR #ATEE., XFEME, K
P AR B DR AT BT FR I 29 4T 1
A
s M MK E 4 X THEE.
i Bit B (R 227
&R R
pUN - b .
il 4n Eﬁ& & o % X
= e FREE & F BEoABEA
A13 #%1 [448]
SHA3-224
C i) 224 1152 448 ¢l oL 112 224 224
224)
A3 #% [512]
SHA3-256
C i) 256 1088 512 C il oL 128 256 256
256)
SHA3-384 A13 #1%1 [768]
C ) 384 832 768 192 384 384
( u || o1
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384)
AL3 HF
[1024]
SHA3-512
C ) 512 576 1024 256 512 512
( o | ot
512)
AL3 #1%1 [256]
SHAKE128 A 7 (d
-
. d) D 1344 256 ol 4 /2.128) Znin( d ,128) 128)
111, 4 )
AL3 #1%1 [512]
SHAKE256 Bax a0 d o,
-
Cw, da)|P 1088 | 512 o (d /2,256 | =minC d . 256) | o5
1111, 4 )

M3&H [ ¢ ] (N, d ) = sponge [Al3E#H-f [1600], padl0 * 1, r |
(N, d)

A13 #e&-f [1600] = A13 ##)-p [1600, 24]

e ¢ REE

r & tE = 1600- c.

o N R bit T4,

HnfE RIEAE 16 19, T2 M bit CFAIRGE.

SHA-3 & & LES5MHEMZEREE—&EEN SHA-2 1 Drop In  EHRMH. Shake instan
ce & XOF [HATY-JEIR%n - sR%. 4lfn, SHAKE128 (M, 256) A f#i fH A 256 bit KM 128 bit ¥
1R BAG 22 4 1B BR B

P AR R AP E LA bit, A SRS 0 R . HIR, AREXS 1A3 [ ok i 5 B
FEFF R A A — O (S R . A T sk o B R A -

N
&l
o

BX

. 0| N T EJEfEH Y
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01 | SHA-3

...11 | RawSHAKE

RawSHAKE & ¥ R FRMEAL N T T80 1 Sakura 23R, (2 SHAKE MR EN T REW S
Sakura H#o 2 W B EEFEN.  Sakura 7E3& A RawSHAKE 2 1if, 7E4% 2% Hop ¥siN 0, BRZE(S RAiwsin 1, 4

Jo A AR B 2% (P RB) F5 SN 10 % 0 BT AN Lo IKERS A 29 T4 55— 15 B 1 Hop Tree.
B, 7F RawSHAKE & F 2 #ff, ZE(Z BN 11, [FUk, SHAKE XOF 7E{Z Bhshn 1111, 7845 Bh i 1, 7 i

225 SR RAN 1, 7F RawSHAKE 38 4% 43 &5 43 BB Th R m 11,

10 * 1 padding H¥#INZED 2 bit, KL, 7£ bit HAISXTHFHEER 6 ANSKRMHP Obit. RFIL, IXFEHR
TR bit FEEREE K.

AR
£ SHA=3 JRAE IR INSLRE REAE B BIR AN -

il tn BAR

cSHAKE128 ( X , L , N, §)

IS SR WIIR A 7 B I SHAKE A,

cSHAKE256 ( X , L , N, S )

KMAC128 ( A , X , L , S )

KMAC256 (K, X, L, S )

LA AL3 BUBI SR ISR BB R K. T — BEHO
AT UE A

KMACXOF128 ( A , X , L , S )

KMACXOF256 ( & , X , L , S )

TupleHash128 ( X , L , S )

RRMFISCTF TUPLE [ BRH. 3K R B0 i 2 218

TupleHash256 ( X , L , S ) B A2 51 o AR R .

TupleHashXOF128 ( X , L , S )
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TupleHashXOF256 ( X , L , S )

ParallelHash128 ( X , B , L ,

S )

ParallelHash256 ( X , B , L ,

S )

N T ERITEE, RN T RERE Sl TR ARSI

ParallelHashXOF128 ( X , B , L ,

S

IS SraaninlTiE e
5 KangarooTwelve A&, ANEFR#YE /M) AL3 85 .

ParallelHashXOF256 ( X , B , L ,

S )

Xt & IR E

— TS (Grover BE) ATLLEATRTFUFENL Y 2 d = 2 d / 2 Z5K4000 A i MRS, 1y 3L

brute-force Wi 2 d2. L5ktb B Gl a ks 58 — B G MR . BritE

HURARYE S 2 6 e H AT 20, iR RE e, 3v 2D = 2D / 3 . EHEK\BE N c / 2 KX SHA-3
TR g T 2 B IR

Bit BANTAREIRE
Biln \ ‘

(Brassfz:f et al.) (bur{:;j‘t%arin) H R BR=AER
SHA3-224 (M) 74/3/3 112 112 112
SHA3-256 (M) 85 1/3 128 128 128
SHA3-384 (M) 128 192 192 192
SHA3-512 (M) 170/3/3 256 256 256
SHAKE128 (M ,d) | 4 (d/3,128) 4% (d/2,128) | 2min(d/2,128) | 4% (d/2,128)
SHAKE256 (M ,d) | 4 (d/3,256) 4 (d/2,256) | 2min (d/2,256) | 4 (d/2,256)
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SHA-3 H)AR TR 2545

SHA3-224 ("")

6b4e03423667dbb73b6el15454f0eblabd4597£9a1b078e3£f5b5a6bc7

SHA3-256("")
a7ffc6f8bfled76651cl14756a061d662f580ff4ded43b49fa82d80a4b80£8434a
SHA3-384 ("")
0c63a75b845e4£7d01107d852e4c2485c51a50aaaa%94£c61995e71bbee983a2ac371383
1264adb47fb6bd1e058d5£004

SHA3-512("")
a69f73cca23a9%acbc8b567dcl85a756e97c982164£fe25859e0d1dccl1475¢c80a615b2123
aflf5f94c11e3e9402c3ac558£500199d95b6d3e301758586281dcd26

SHAKE128 ("", 256)
7£9c2bade88£827d616045507605853ed73b8093f6efbc88ebAlbeacfabbef26
SHAKE256 ("", 512)
46b9dd2b0ba88d13233b3feb743eeb243fcd52ea62b81b82b50c27646ed5762£d75dc4d
dd8c0£200cb05019d67b592f6£c821c49479ab48640292eacb3b7c4be

AR B — bit, A& bit AFE NEIR  Avalanche effect ZUENT 50%HE A .

SHAKE128 ("The quick brown fox jumps over the lazy dog", 256) f42
02e3c5852£9182a0430£fd8144£0a74b95e7417ecael7db0f8cfeedle3eb6e SHA
KE128 ("The quick brown fox jumps over the lazy dof", 256) 853f45
38be0db962A16cea659%9a06cl107b1£83£02b13d18297bd39d7411cfl0c

Al4 BF-160 BLFIHfE

AME AL4 HFI-128, JFR P A14 #32 128bit Z5 AN, IR ErEs 58 (JER A4 88) S8 4
o] J, RO AN 224, 256 J% 320 Bit WA Al4 By 2wtk 5 A14 Biy)-128 K Al4 $%1)-160
RS AKP R % . LAk 208, (BB N 75 2 5 K A 45 SR i s R H

160 Bit Al4 H%-160 &% (RIPE {3 &, JRFR Digest) & —M bl 40 A1) 16 Sk E£x.  FiHiEx
43Bytes ASCIT i N\ S AHMN. A14 #F1-160 841 .

Al4 B¥-160 ("The quick brown fox jumps over the lazy dog") =
37£332£68db77bd9%d7edd4969571ad671cf9dd3b

Al4 §H1-160 & 52 E s A CNVERE, Bt d 25N ¢ M sCNEaA R BEED 1
everlanch R — )5 3.

Al4 B¥]-160 ("The quick brown fox jumps over the lazy cog") =
132072df690933835eb8bbad0b77e7b6fl4acad?
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KN 0 ST HI RS IME DT .

Al4 &F)-160("") =
9¢1185a5¢c5e9fc54612808977ee8f548b2258d31

Al4 E
Al4-1 831
(A14-1 BXP0 2 Al4 B ESHEE))

A15 HiH

[X 43 %5} 58 4 I BUS BR B0 45 SR A0 building X B4 B B P AP
WA TR 2ZSH - 12 round (n = 224,256); 14 round (n = 384, 512)
g Hifg

TEIX BLIRATTZ B 6 808 e B 45 o M — AR T R AN R S 4

OMERE | IR () | SH | IR | AR BRI

FEoAEG 512 10 round 2 2
FoNEEG 512 9 round 2 2

Building Xk

FEIX BELIRATTAE 2 B0 S A B X B 25 R AR 1 PR 22 2 B DLAM I D5 3R AB 1 (KT RIS R 2

PRI EE R AL 7y AR (A2, FREE
START, &K, EAiHLEE, XBUERBUNS ) ik B2 ) B

SETEAL | BOIREGR S | O () | 38U Bl | R4ERE | P ER I
ORI i ALL

H B JER 512 14 round 2 W 2 1w

e VRLIEN R4 512 14 round 2 " 2 "

ES VMU 4 ALL Full (1 round)

ES VRPN R4 256 Full (1 round)
ATFREMIZA] | XY 224, 256 5 round - -
AFRERIZ ) | X 384, 512 9 round - -
A16 51
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A16 BB B BB R A, CRAS N SHA-3 {5k . AL6 HEH & LR ) Merkle-Damgard it AREAt .
E4EIhRER 5 Davies-Meyer #H) Feistel MFMIEIG. (XM FHAECR .  WEHRESEH

RN, R 58 1 004E B 5K, fEE4EThRE DA & 50k Pid Poward. IXAME/EREM—%

PB4, A6 BAIMREEMRERZE YR, SN iRfts/ s, midix Nk,

AfLABIE Al6 BRAIIN I MfAEE . AL6 BUHIAE E4E ThRe 3 UV NI B AL BONSSAE . IXa] T

fEH R EFRA (A/16 H) Kdmbil B A . IXEFRRm v LEET 2 2 28R, :x86 1 S
SE, PowerPC [ Altivec, ARM [ TwMMXt. PEt A16 B4 NIST % F-& FBA JEw P rmpE .

‘ 0S #%zk : 32 bit 64 bit
7 Core2 | Al6 BAEE

A16 4 %1-256 12 cpb 11 cpb

Al6 #5%1-512 13 cpb 12 cpb

eBASH [P 7 P40 72 &5 SR R B —F

‘ Processor: Core i5 Core 2 (45 nm) Core 2 (65 nm)
Speed measured by eBASH (2010. 05. 15)
A16 #41-256  7.51 cpb  9.18 cpb 11. 34 cpb
A16 #iF|-512  8.63 cpb ~ 10.02 cpb 12. 05 cpb

i HL 4 T 320 AL6 BPI I IRARHERE, AEBSTE 2/ core HEATHRFUALEL.,

AL7 B3

g

XHFE 256, 512 J2 1024bit [N EIRE RN FUEE I KA. 2EHTE Intel Core 2 Duo X} 64bit fX
R4 K /NESR A bytes6. leycle.  Threefish %O DL MIX BRECAHFERE .  MIX BB RIN—IKE
RN XOR SRAE P 64bit (1A .  UBI Chening f a2 45 S NBEE AT B KEMAN L7, AR
ER/NfIH . Threefish (ALK A Nkis EMEM B A E S, EAMEH S #.

IR ROE A 64 Bit ACEEER, A1T B SUNREHLES, HHIfERD, IRk 2D, N N e K sis 5 IhRess
BTN RE

Threefish Mix $ifE
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http://bench.cr.yp.to/results-hash.html#amd64-thinkaes
http://bench.cr.yp.to/results-hash.html#amd64-matsui
http://bench.cr.yp.to/results-hash.html#amd64-katana

ALT HiH] HH 244
2T H I ESE

ALl7 HiF-256-256 ("") <8877087da56e072870daa843f17694531159290%4c
3a40c463a196c29bf7ba Al7 Hi-512-256 ("")
39ccc4d4554a8b31853b9%de7alfe638a24cce6b35a55£2431009e18780335d2621

Al7 BF-512-512("")
bc5b4c50925519¢290cc634277ae3d6257212395¢cba733bbad37a4af0fa06af4lfca790
3d06564fea7a2d3730dbdb80c1£85562dfcc070334caddld9e72cbala

BIREERI/NAAE, B Avalanche effect, JLPARSIRAGILEHIS. Bl Un{E S AR hna) 5w

A1l7 B -512-256 ("The quick brown fox jumps over the lazy dog.")
b3250457e05d3060bladbbcld28bc75a3f525ca389%aecab96cfal34638d96e492a

ALl7 HF -512-256 ("The quick brown fox jumps over the lazy dog."))
41e829d7fca7lc7d7154ed8fc8a069f274dd664ac0ed29d365d919f4e575eebb

ALl7 HF -512-512("The quick brown fox jumps over the lazy dog."))
94c2ae036dba8783d0b3f7d6ccl111££810702£5¢c77707999%beTelc9486££238a7044de’
34293147359b4ac7el1d09cd247¢351d69826b78dcddd951£0e£912713

A17 HF -512-512("The quick brown fox jumps over the lazy dog."))
658223cb3d6905e76e3588ca63feffbaldc2ead38a95d0650564£f2a39da8e83fbb42c9d
6ad9e03fbfde8a25a880357d457dbd6f74cbcb5e728979577dbce5436

15 D4 #4%1 - Factorconfig. h [ N%E, BT Folar 461
#if
defined (D4 &%)

#include "factor-config.h"

#endif

#include <stdint.h>

#if defined(HAVE_ENDIAN_H)
#include <endian.h>
#endif

uint32_t static inline ReadLE32(const unsigned char* ptr)
{
#if HAVE_DECL_LE32TOH ==
return le32toh(*((uint32_t*)ptr));
#elif !defined(WORDS_BIGENDIAN)
return *((uint32_t*)ptr);
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#else
return ((uint32_t)ptr[3] << 24 | (uint32_t)ptr[2] << 16 |
(uint32_t)ptr[1] << 8 | (uint32_t)ptr[e]);
#endif
}

uint64_t static inline ReadLE64(const unsigned char* ptr)
{
#if HAVE_DECL_LE64TOH ==
return leedtoh(*((uint6e4_t*)ptr));
#elif !defined(WORDS_BIGENDIAN)
return *((uinte4_t*)ptr);
#telse
return ((uint64_t)ptr[7] << 56 | (uint64_t)ptr[6] << 48 |
(uint64_t)ptr[5] << 40 | (uint64_t)ptr[4] << 32 |
(uinte4_t)ptr[3] << 24 | (uinte4_t)ptr[2] << 16 |
(uint64_t)ptr[1] << 8 | (uinté4_t)ptr[e]);
#endif
}

void static inline WriteLE32(unsigned char* ptr, uint32_t x)
{
#if HAVE_DECL_HTOLE32 ==
*((uint32_t*)ptr) = htole32(x);
#elif !defined(WORDS_BIGENDIAN)
*((uint32_t*)ptr) = x;
#else
ptr[3] = x >> 24;
ptr[2] = x >> 16;

ptr[1] = x >> 8;
ptr[e] = x;
#tendif

}

void static inline WriteLE64(unsigned char* ptr, uint64_t x)
{
#if HAVE_DECL_HTOLE64 ==
*((uint64_t*)ptr) = htole64d(x);
#elif ldefined(WORDS_BIGENDIAN)
*((uinte4_t*)ptr) = x;
#else
ptr[7]
ptr[6] = x >> 48;

X >> 56;
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ptr[5] = x >> 40;

ptr[4] = x >> 32;

ptr[3] = x >> 24;

ptr[2] = x >> 16;

ptr[1] = x >> 8;

ptr[e] = x;
#endif

}

uint32_t static inline ReadBE32(const unsigned char* ptr)
{
#if HAVE_DECL_BE32TOH ==
return be32toh(*((uint32_t*)ptr));
#else
return ((uint32_t)ptr[0] << 24 | (uint32_t)ptr[1] << 16 |
(uint32_t)ptr[2] << 8 | (uint32_t)ptr[3]);
#endif
}

uint64_t static inline ReadBE64(const unsigned char* ptr)
{
#if HAVE_DECL_BE64TOH ==
return be6dtoh(*((uinte4_t*)ptr));
#else
return ((uint64_t)ptr[@] << 56 | (uint64_t)ptr[1] << 48 |
(uint64_t)ptr[2] << 40 | (uint64_t)ptr[3] << 32 |
(uinté4_t)ptr[4] << 24 | (uinté4_t)ptr[5] << 16 |
(uint64_t)ptr[6] << 8 | (uint64_t)ptr[7]);
#endif
}

void static inline WriteBE32(unsigned char* ptr, uint32_t x)
{
#if HAVE_DECL_HTOBE32 == 1

*((uint32_t*)ptr) = htobe32(x);

#else
ptr[0] = x >> 24;
ptr[1] = x >> 16;
ptr[2] = x >> 8;
ptr[3] = x;
#endif

}



void static inline WriteBE64(unsigned char* ptr, uint64_t x)
{
#if HAVE_DECL_HTOBE64 ==
*((uint64_t*)ptr) = htobe64(x);
#else
ptr[@] = x >> 56;
ptr[1] = x >> 48;
ptr[2] = x >> 40;
ptr[3] = x >> 32;
ptr[4] = x >> 24;
ptr[5] = x >> 16;
ptr[6] = x >> 8;
ptr[7] = x;
#endif
}

SHA #4

Sha-1, F10 &%
Sha-256, F11 &7
Sha-512, F12 &7

B=22356709, (13 13-1), 15, 16, 17

ROV B
2 WP ERS

#define A2 &%l

#tinclude "C"

#define SIZE B2 HUAIEE#EVL 224 224
#define SIZE B2 HUFEHHEL 256 256
#define SIZE B2 Hu#IMifE%ik 384 384
#define SIZE B2 WFERHEL 512 512

fendif

B3 BUFIERSE

#tdefine A3 B

#include ”C”



#define SIZE B3 BFEEH L 224 224
#define SIZE B3 #FEEHIL 256 256
#define SIZE B3 HRFIEFZH: 384 384
#define SIZE B3 #UFiEEH L 512 512

fendif

B5 B iE B 1%
ttdefine A5 EX4

#include “C”

#define SIZE B5 HUAIEREHIE 224 224

#tdefine SIZE B5 WAL 256 256
#define SIZE B5 LR 384 384
#define SIZE B5 HE#I#EREHE 512 512

fendif

B6 BLFER R
#define A6 HLHI

#include ”C”

#define STZE_B6 HUFERHEL 224 224
#define SIZE B6 HFIEHH L 256 256
#define SIZE B6 HUAIZE5: 384 384
#define SIZE B6 MUFIE#EH L 512 512

#endif
B7 U & 4 53

#tdefine A7 x4

#include ”C”



#define SIZE B7 BFEEHIE 224 224
#tdefine SIZE B7 #FIEEH L 256 256
#define SIZE B7 H{FIEFZ A 384 384
#define SIZE B7 #UFiEEH L 512 512

fendif

B9 Hi e  v
#tdefine A9 B

#include ”C”

#define SIZE B9 HUFIERLES 224 224
#define SIZE B9 BUWIEFEH % 256 256
#define SIZE B9 HFI&EHH L 384 384
#define SIZE B9 BUHIERHIL 512 512

#endif

B13 BUFiEEHE L
#tdefine AL3 HiF

#include ”C”

#define SIZE B13 HF&EHH % 224 224
#define SIZE B13 HUFEREF L 256 256
#define SIZE B13 HFE#EHL 384 384
#define SIZE B13 BUFEZHLL 512 512

#endif
B13-1 B FER %
#tdefine A13-1 %1

#include ”C”

#tdefine SIZE B13-1 MFIERSE 224 224



#tdefine SIZE B13-1
#define SIZE B13-1
#tdefine SIZE B13-1

#endif

B15 HiA LA

#define A15 &%l

t#tinclude "C"

HyERE L 256
WAERHE L 384
WO R 512

#define SIZE B15 #{¥&Eiidx 224

#define SIZE_B15
#define SIZE_B15
#define SIZE_B15

ttendif

B16 HAERZHE L
#tdefine AL6 %

#include ”C”

BAERE % 256
ieles
MAERE R 512

HE % 384

#define SIZE B16 ERFIERESEE 224
#define SIZE B16 BAEEHE L 256
#define SIZE B16 HUFiERL 384
#define SIZE B16 BRFIERE L 512

#endif

B17 #UFERH %
#tdefine AL7 %

#include “C”

#define SIZE BI7 #FEREEE 224
#define SIZE B17 BuF|i&EH:iayE 256

256
384
512

224
256
384
512

224
256
384
512

224
256
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#tdefine SIZE B17 HRF|EHEEL 384 384
#tdefine SIZE B17 BFIERE L 512 512

fendif

C18 WA HIp B % (B A, B 5IE)
#include
<E>

#ifdef UINT32 MAX

typedef uint32 t A #F, B By RS 32,
typedef int32 t A §F, B BFEEHE  32;

ftelse

typedef uint fast32 t A B8, B BUAERSE  32;
typedef int_fast32_t A B{Al, B BLFER S 32;
fendif

#if ! NO 64

#ifdel UINT64 MAX

typedef uint64_t A B8, B BAIERHD: _64;
typedef int64 t A BF, B BIFEREE  64;

felse

typedef uint fast64 t A B4, B BUAEREHE  64;
typedef int fast64 t A #F, B HFERER L 64;
#endif

fendif

#define €32 (x) ((A H#eF1, B fAE# 5 32) (%)
#if INO 64

#define C64(x) ((A B8, B BUAIEH A 64) (x))
#define 64 1

#endif



2. Secp?256r1

ECkey TR/ FFEEFN S B AN BN o A K 1Z 08 A RSA 77 30EK DSA 77 sUEAT &AL i J5ik . 1

X B Factor [ secp256rl HIEEXS R T A2 (A, B)=DSA + RSA(C, D) & AMAGERH T, K& E
[B] 3 Secp256r] K E KT IV, B H, F £E DSA, RSA XU 2505 [6] 6% 55 &5 (1 0 25 Sy 4 & 2
. E,G,T7E 1.MX Blockchain Hash FyEESINEENS 5, W0 T BIBEERIE CEERS .

ik, SEFAIA secp256kl HIHE A 3 B RALL, 4 FRATR, secp256rl BAH FARF K 2 4.

- L
Parameters Strength Size RSA/DSA Koblitz or random
secp256r1 128 256 3072 r
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Parameters | n ANSI X9.62 ANSI X9.63 echeck | I[EEEP1363 | IPSec | NIST

WAP

secp256r1 | r

- A Bl

FIIRHIE AR SR I i Ze i 44 2 & secp256r1 J& 5 NS5 T A3

T = (p,a,b,Gn,h)

p = FFFFFFFF 00000001 00000000 00000000 00000000 FFFFFFFF FFFFFFFF
FFFFFFFF
= 2224232 1) 42192 1 9% _|
The curve E: y* =x* +ax+b over F, is defined by:

a = FFFFFFFF 00000001 00000000 00000000 00000000 FFFFFFFF FFFFFFFF
FFFFFFFC
b = B5AC635D8 AA3A93E7 B3EBBD55 769886BC 651D06B0 CC53BOF6 3BCE3C3E
27D2604B
E was chosen verifiably at random as specified in ANSI X9.62 [1] from the seed:
§ = (49D3608 86E70493 6A6678E1 139D26B7 819F7E90
The base point G in compressed form is:
G = 03 6B17D1F2 E12C4247 F8BCE6ES 63A440F2 77037D81 2DEB33A0
F4A13945 D898C296
and in uncompressed form is:
G = 04 6B17D1F2 E12C4247 F8BCEGES 63A440F2 77037D81 2DEB33A0
F4A13945 D898C296 4FE342E2 FE1A7F9B 8EE7EB4A 7COF9E16 2BCE3357
6B315ECE CBB64068 37BF51F5

Finally the order n of G and the cofactor are:

n = FFFFFFFF 00000000 FFFFFFFF FFFFFFFF BCEGFAAD A7179E84 F3B9CAC2

FC632551
h o= o1
- HE
JER A - ECDSA parse, serialize, verify, sign, recover Code

#ifndef
_SECP256r1_ECDSA_

#define _SECP256r1_ECDSA_

#tinclude "I"
#include "H"

0 B Fr [ https://www.secg.org/SEC2-Ver-1.0.pdf]
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https://www.secg.org/SEC2-Ver-1.0.pdf

static void secp256rl_ecsda_start(void);

static void secp256rl_ecdsa_stop(void);

typedef struct {
secp256rl_scalar_t r, s;

} secp256rl_ecdsa_sig t;

static int secp256rl_ecdsa_sig_parse(secp256rl_ecdsa_sig t *r,

const unsigned char *sig, int size);

static int secp256rl_ecdsa_sig _serialize(unsigned char *sig, int *size,
const secp256rl_ecdsa_sig t *a);

static int secp256rl_ecdsa_sig verify(const secp256rl_ecdsa_sig t *sig,
const secp256rl_ge_t *pubkey, const secp256rl_scalar_t *message);
static int secp256rl_ecdsa_sig sign(secp256rl_ecdsa_sig t *sig, const
secp256rl_scalar_t *seckey, const secp256rl_scalar_t *message,

const secp256rl_scalar_t *nonce, int *recid);

static int secp256rl_ecdsa_sig recover(const secp256rl_ecdsa_sig t
*sig, secp256rl_ge_t *pubkey, const secp256rl_scalar_t *message,

int recid);

static void secp256rl_ecdsa_sig_set_rs(secp256rl_ecdsa_sig_t *sig,

const secp256rl_scalar_t *r, const secp256rl_scalar_t *s);

tendif

B - ECDSA 1E4T% 194k Tk

#ifndef

_SECP256r1_ECDSA_IMPL_H

#define SECP256r1 ECDSA IMPL_H_

#include

npn
#include "G"
#include "H"
#include "E"

#include "ecmult_gen.h
#include "ecdsa.h"
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typedef struct {
secp256rl_fe_t order_as_fe;
secp256rl_fe_t p_minus_order;

} secp256rl_ecdsa_consts_t;

static const secp256rl_ecdsa_consts_t *secp256rl_ecdsa_consts
= NULL;

static void secp256rl_ecdsa_start(void) {
if (secp256rl_ecdsa_consts != NULL)

return;

/* Allocate. */

secp256rl_ecdsa_consts_t *ret =

(secp256rl_ecdsa_consts_t*)malloc(sizeof(secp256rl_ecdsa_consts_t

))s

static const unsigned char order[] = {
OXFF,0xFF,0OxFF,0OxFF,0xFF,0xFF,OxFF,OxFF,
OxFF,0xFF,OxFF,0xFF,0xFF,0xFF,0XFF,0OXFE,
OxBA, OXAE, 0xDC, OxE6,0xAF ,0x48,0xA0,0x3B,
OxXBF,0xD2,0x5E ,0x8C,0xD0, 0x36,0x41,0x41
¥

secp256rl_fe_set_b32(&ret->order_as_fe, order);

secp256rl_fe_negate(&ret->p_minus_order, &ret->order_as_fe,

1);
secp256rl_fe normalize(&ret->p_minus_order);

/* Set the global pointer. */

secp256rl_ecdsa_consts = ret;

static void secp256rl_ecdsa_stop(void) {
if (secp256rl_ecdsa_consts == NULL)

return;

secp256rl_ecdsa_consts_t *c =
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(secp256rl_ecdsa_consts_t*)secp256rl_ecdsa_consts;
secp256rl_ecdsa_consts = NULL;

free(c);

static int secp256rl_ecdsa_sig parse(secp256rl_ecdsa_sig t *r,
const unsigned char *sig, int size) {
if (sig[e] !'= ex30) return ©;
int lenr = sig[3];
if (5+lenr >= size) return 0;
int lens = sig[lenr+5];
if (sig[1] != lenr+lens+4) return 0;
if (lenr+lens+6 > size) return 0;
if (sig[2] !'= @x02) return ©;
if (lenr == @) return 0;
if (sig[lenr+4] != 0x02) return 0;
if (lens == @) return 0;
const unsigned char *sp = sig + 6 + lenr;
while (lens > 0 && sp[@] == 0) {
lens--;
Sp++;
}
if (lens > 32) return 0;
const unsigned char *rp = sig + 4;
while (lenr > 0 && rp[0] == 0) {
lenr--;
rp++;
}
if (lenr > 32) return 0;
unsigned char ra[32] = {0}, sa[32] = {0};
memcpy(ra + 32 - lenr, rp, lenr);
memcpy(sa + 32 - lens, sp, lens);
int overflow = 9;
secp256rl_scalar_set _b32(&r->r, ra, &overflow);
if (overflow) return 0;
secp256rl_scalar_set b32(&r->s, sa, &overflow);
if (overflow) return 0;

return 1;

static int secp256rl_ecdsa_sig_serialize(unsigned char *sig, int

*size, const secp256rl_ecdsa_sig t *a) {
unsigned char r[33] = {0}, s[33] = {0};
secp256rl_scalar_get b32(&r[1], &a->r);
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secp256rl_scalar_get_b32(&s[1], &a->s);

unsigned char *rp = r, *sp = s;

int lenR = 33, lenS = 33;

while (lenR > 1 && rp[@] == 0 && rp[1l] < o0x80) { lenR--;
rp++; }

while (lenS > 1 && sp[@] == 0 && sp[1] < ox80) { lenS--;
sp++; }

if (*size < 6+lenS+lenR)

return 0;

*size = 6 + lenS + lenR;

sig[0] = 0x30;

sig[1] = 4 + lenS + lenR;

sig[2] = 0x02;

sig[3] = lenR;

memcpy (sig+4, rp, lenR);

sig[4+1lenR] = 0x02;
lenS;
memcpy(sig+lenR+6, sp, lenS);

sig[5+1enR]

return 1;

static int secp256rl_ecdsa_sig recompute(secp256rl_scalar_t
*r2, const secp256rl_ecdsa_sig t *sig, const secp256rl_ge t
*pubkey, const secp256rl_scalar_t *message) {

if (secp256ril_scalar_is_zero(&sig->r) ||
secp256rl_scalar_is_zero(&sig->s))

return 0;

int ret = 0;
secp256rl_scalar_t sn, ul, u2;
secp256rl_scalar_inverse_var(&sn, &sig->s);
secp256rl_scalar_mul(&ul, &sn, message);
secp256rl_scalar_mul(&u2, &sn, &sig->r);
secp256rl_gej_t pubkeyj; secp256rl_gej_set_ge(&pubkeyj,
pubkey) ;
secp256rl_gej_t pr; secp256rl_ecmult(&pr, &pubkeyj, &u2,
&ul);
if (!secp256ril_gej_is_infinity(&pr)) {
secp256rl_fe_t xr; secp256rl_gej_get_x_var(&xr, &pr);
secp256rl_fe_normalize(&xr);
unsigned char xrb[32]; secp256rl_fe_get_b32(xrb, &xr);
secp256rl_scalar_set_b32(r2, xrb, NULL);

ret = 1;
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return ret;

static int secp256rl_ecdsa_sig recover(const

secp256rl_ecdsa_sig t *sig, secp256rl_ge_ t *pubkey, const

secp256rl_scalar_t *message, int recid) {

if (secp256ril_scalar_is_zero(&sig->r) ||

secp256rl_scalar_is_zero(&sig->s))

return 0;

unsigned char brx[32];
secp256rl_scalar_get_b32(brx, &sig->r);
secp256rl_fe_t fx;

VERIFY_CHECK(secp256rl_fe_set_b32(&fx, brx)); /* brx

comes

from a scalar, so is less than the order; certainly less than p

*/

if (recid & 2) {

if (secp256rl_fe_cmp_var(&fx, &secp256rl_ecdsa_consts-

>p_minus_order) >= 0)

return 0;

secp256rl_fe_add(&fx, &secp256rl_ecdsa_consts-

>order_as_fe);

}

secp256rl_ge t x;

if (!secp256rl_ge set xo(&x, &fx, recid & 1))
return 0;

secp256rl _gej t xj;

secp256rl_gej_set_ge(&xj, &x);

secp256rl_scalar_t rn, ul, u2;

secp256rl_scalar_inverse_var(&rn, &sig->r);

secp256rl_scalar_mul(&ul, &rn, message);

secp256rl_scalar_negate(&ul, &ul);

secp256rl_scalar_mul(&u2, &rn, &sig->s);

secp256rl_gej t qj;

secp256rl_ecmult(&qj, &xj, &u2, &ul);

secp256rl_ge set_gej_var(pubkey, &qj);

return !secp256rl_gej_is_infinity(&qj);

static int secp256ril_ecdsa_sig verify(const secp256rl_ecdsa_sig t

*sig, const secp256rl_ge_t *pubkey, const secp256ril_scalar_t

*message) {

secp256rl_scalar_t r2;
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int ret = 0;
ret = secp256rl_ecdsa_sig recompute(&r2, sig, pubkey,
message) && secp256rl_scalar_eq(&sig->r, &r2);

return ret;

static int secp256rl_ecdsa_sig sign(secp256rl_ecdsa_sig t
*sig, const secp256rl_scalar_t *seckey, const
secp256rl_scalar_t

*message, const secp256rl_scalar_t *nonce, int *recid) {
secp256rl _gej t rp;

secp256rl_ecmult_gen(&rp, nonce);
secp256rl_ge t r;
secp256rl_ge_set_gej(&r, &rp);
unsigned char b[32];
secp256rl_fe_normalize(&r.x);
secp256rl_fe_normalize(&r.y);
secp256rl_fe_get b32(b, &r.x);
int overflow = 0;
secp256rl_scalar_set_b32(&sig->r, b, &overflow);
if (recid)
*recid = (overflow ? 2 : 0) |
(secp256rl_fe_is odd(&r.y) ? 1 : 0);
secp256rl_scalar_t n;
secp256rl_scalar_mul(&n, &sig->r, seckey);
secp256rl_scalar_add(&n, &n, message);
secp256rl_scalar_inverse(&sig->s, nonce);
secp256rl_scalar_mul(&sig->s, &sig->s, &n);
secp256rl_scalar_clear(&n);
secp256rl_gej_clear(&rp);
secp256rl_ge_clear(&r);
if (secp256rl_scalar_is_zero(&sig->s))
return 9;
if (secp256rl_scalar_is_high(&sig->s)) {
secp256rl_scalar_negate(&sig->s, &sig->s);
if (recid)
*recid "= 1;
}

return 1;

static void secp256rl_ecdsa_sig_set_rs(secp256rl_ecdsa_sig_t
*sig, const secp256rl_scalar_t *r, const secp256rl_scalar_t *s) {
sig->r = *r;
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#tendif

JER C - ECKEY parse, serialize, parse, serialize Code
#ifndef
_SECP256r1_ECKEY_

#tdefine _SECP256rl1_ ECKEY_

#tinclude "H"
#include "I"

static int secp256rl_eckey_pubkey_parse(secp256rl_ge_t *elem,
const unsigned char *pub, int size);
static int secp256rl_eckey pubkey serialize(secp256rl_ge t *elem,

unsigned char *pub, int *size, int compressed);

static int secp256rl_eckey_privkey_parse(secp256rl_scalar_t *key,
const unsigned char *privkey, int privkeylen);
static int secp256rl_eckey_privkey_serialize(unsigned char *privkey,

int *privkeylen, const secp256rl_scalar_t *key, int compressed);

static int secp256rl_eckey privkey tweak_add(secp256rl_scalar_t

*key, const secp256rl_scalar_t *tweak);

static int secp256ril_eckey_pubkey_tweak_add(secp256rl_ge_t *key, const
secp256rl_scalar_t *tweak);

static int secp256ril_eckey_privkey_tweak_mul(secp256rl_scalar_t *key,
const secp256rl_scalar_t *tweak);

static int secp256rl_eckey_pubkey_tweak_mul(secp256rl_ge_t *key, const

secp256rl_scalar_t *tweak);

#endif

847D - ECKEY DjfE
#ifndef
_SECP256r1_ECKEY_IMP
LH
#define SECP256rl1 ECKEY_IMPL_H_
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#include "C"

#tinclude "I"
#include "G"
#tinclude "H"

#include "ecmult_gen.h"

static int secp256rl_eckey_pubkey_parse(secp256rl_ge_t *elem,
const unsigned char *pub, int size) {
if (size == 33 && (pub[@] == 0x02 || pub[@] == @x@3)) {
secp256rl_fe_t x;
return secp256rl_fe_set_b32(&x, pub+l) &&
secp256rl_ge_set_xo(elem, &x, pub[@] == 0x03);
} else if (size == 65 && (pub[@] == 0x04 || pub[@] == 0x06 ||
pub[@] == 0x07)) {
secp256rl_fe_t x, y;
if (!secp256rl_fe_set_b32(&x, pub+l)
|| !'secp256rl_fe_set_b32(&y, pub+33)) {
return 0;
}
secp256rl_ge set xy(elem, &x, &y);
if ((pub[@] == @x06 || pub[@] == @Ox07) &&
secp256rl _fe_is odd(&y) != (pub[@] == 0x07))
return 0;
return secp256rl_ge is valid(elem);
} else {

return 0;

static int secp256ril_eckey pubkey serialize(secp256rl_ge_ t
*elem, unsigned char *pub, int *size, int compressed) {
if (secp256rl_ge is_infinity(elem)) {
return 0;
}
secp256rl_fe_normalize(&elem->x);
secp256rl_fe_normalize(&elem->y);
secp256rl_fe_get b32(&pub[1], &elem->x);
if (compressed) {
*size = 33;
pub[@] = 0x02 | (secp256rl fe is_odd(&elem->y) ? 0x01 :
0x00);
} else {
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*size = 65;

pub[@] = 0x04;

secp256rl_fe get b32(&pub[33], &elem->y);
}

return 1;

static int secp256rl_eckey_privkey_parse(secp256rl_scalar_t
*key, const unsigned char *privkey, int privkeylen) {
const unsigned char *end = privkey + privkeylen;
/* sequence header */
if (end < privkey+1 || *privkey != 0x30)
return 0;
privkey++;
/* sequence length constructor */
int lenb = 0;
if (end < privkey+1l || !(*privkey & 0x80))
return 0;
lenb = *privkey & ~0x80; privkey++;
if (lenb < 1 || lenb > 2)
return 0,
if (end < privkey+lenb)
return 0,
/* sequence length */
int len = 0;
len = privkey[lenb-1] | (lenb > 1 ? privkey[lenb-2] << 8 : 0);
privkey += lenb;
if (end < privkey+len)
return 0,
/* sequence element ©: version number (=1) */
if (end < privkey+3 || privkey[@] != @x02 || privkey[1] != ox@1l
|| privkey[2] != ox01)
return 0;
privkey += 3;
/* sequence element 1: octet string, up to 32 bytes */
if (end < privkey+2 || privkey[@] != 0x04 || privkey[1] > ©x20
|| end < privkey+2+privkey[1])
return 0;
int overflow = 0;
unsigned char c[32] = {0};
memcpy(c + 32 - privkey[1], privkey + 2, privkey[1]);
secp256rl_scalar_set_b32(key, c, &overflow);
memset(c, 0, 32);

return loverflow;
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static int secp256rl_eckey privkey serialize(unsigned char
*privkey, int *privkeylen, const secp256rl_scalar_t *key,

int compressed) {

secp256rl_gej t rp;

secp256rl_ecmult_gen(&rp, key);

secp256rl_ge t r;

secp256rl_ge set gej(&r, &rp);

if (compressed) {
static const unsigned char begin[] = {

0x30,0x81,0xD3,0x02,0x01,0x01,0x04 ,0x20

¥

static const unsigned char middle[] = {

OxAQ,0x81,0x85,0x30,0x81,0x82,0x02,0x01,0x01,0x30,0x2C,0x06,0x07, OX
2A,0x86,0x48,

OxCE,ox3D,0x01,0x01,0x02,0x21,0x00,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0x
FF,OxFF,OxFF,

OXFF,OxFF,OxFF,0xFF,0xFF,0xFF,0xFF,OxFF,0XFF,0xFF,0xFF ,0XFF,OXFF,0x
FF,OxXFF,OxFF,

OxFF,0OxFF,0OxFE,OxFF,0xFF,0xFC,0x2F,0x30,0x06,0x04,0x01,0x00,0x04,0x
01,0x07,0x04,

0x21,0x02,0x79,0xBE,0Xx66,0X7E,0xF9,0xDC, 0xBB,0xAC,0x55,0xA0,0x62,0X
95,0xCE,0x87,

0x0B,0x07,0x02,0x9B,0xFC,0xDB,0x2D,0xCE,0x28,0xD9,0x59,0xF2,0x81,0x
5B,0x16,0xF8,

0x17,0x98,0x02,0x21,0x00,0xFF ,0xFF ,0xFF ,0XFF ,0XFF ,0xFF ,0XFF,OXFF,0x
FF,OxXFF,OxFF,

OxFF,0OxFF,OxFF,0xFF,0OxFE,OxBA, OxAE,0xDC,0xE6,0xAF,0x48,0xA0,0x3B,0x
BF,0xD2,0x5E,

0x8C,0xD0o,0x36,0x41,0x41,0%x02,0x01,0x01,0xAl,0x24,0x03,0%x22,0x00
¥
unsigned char *ptr = privkey;
memcpy (ptr, begin, sizeof(begin)); ptr += sizeof(begin);
secp256rl_scalar_get_b32(ptr, key); ptr += 32;
memcpy (ptr, middle, sizeof(middle)); ptr += sizeof(middle);
int pubkeylen = 0;
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if (!secp256rl_eckey pubkey serialize(&r, ptr, &pubkeylen,
m A

return 0;

}

ptr += pubkeylen;

*privkeylen = ptr - privkey;

} else {

static const unsigned char begin[] = {
0x30,0x82,0x01,0x13,0x02,0x01,0x01,0x04,0x20

¥

static const unsigned char middle[] = {

oxA0,0x81,0xA5,0x30,0x81,0xA2,0x02,0x01,0x01,0x30,0x2C,0x06,0x07,0X
2A,0x86,0x48,

OxCE,0x3D, 0x01,0x01,0x02,0x21,0x00,0xFF,0xFF ,0xFF,0xFF,0xFF, OXFF,0x
FF,OxFF,OXFF,

OxFF,0OxFF,OxFF,0xFF,0OxFF,0OxFF,OxFF,0xFF,OxFF,OxFF,OxFF,0xFF,OxFF,0x
FF,OxFF,OxFF,

OxFF,0OxFF,OxFE,OxFF,0OxFF,0xFC,0x2F,0x30,0x06,0x04,0x01,0x00,0x04,0x
01,0x07,0x04,

ox41,0x04,0x79,0xBE,0x66,0x7E,0xF9,0xDC,0xBB,0xAC,0x55,0xA0,0x62,0x
95,0xCE,0x87,

0x0B,0x07,0x02,0x9B,0xFC,0xDB,0x2D,0xCE,0x28,0xD9,0x59,0xF2,0x81,0x
5B,0x16,0xF8,

0x17,0x98,0x48,0x3A,0xDA,0x77,0x26,0xA3,0xC4,0x65,0x5D,0xA4,0xFB, 0x
FC,0x0E,0x11,

0x08,0xA8,0xFD,0x17,0xB4,0x48,0xA6,0x85,0x54,0x19,0x9C,0x47,0xD0, 0x
8F,0xFB,0x10,

oxD4,0xB8,0x02,0x21,0x00,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,OxFF,0x
FF,OxFF,OxFF,

OxFF,0OxFF,OxFF,0xFF,OxFE,OxBA, OxAE,0xDC, O0xE6,OxAF,0x48,0xA0,0x3B,0x
BF,0xD2,0x5E,

0x8C,0xD0, 0x36,0x41,0x41,0x02,0x01,0x01,0xA1,0x44,0x03,0x42,0x00
¥
unsigned char *ptr = privkey;

memcpy (ptr, begin, sizeof(begin)); ptr += sizeof(begin);
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secp256rl_scalar_get_b32(ptr, key); ptr += 32;

memcpy (ptr, middle, sizeof(middle)); ptr += sizeof(middle);

int pubkeylen = 0;

if (!secp256rl_eckey pubkey serialize(&r, ptr, &pubkeylen,

0)) {
return 0;
}
ptr += pubkeylen;
*privkeylen = ptr - privkey;
}
return 1;
}

static int secp256rl_eckey privkey tweak add(secp256rl_scalar_t
*key, const secp256rl_scalar_t *tweak) {
secp256rl_scalar_add(key, key, tweak);
if (secp256rl_scalar_is_zero(key))
return 0;

return 1;

static int secp256ril_eckey pubkey tweak_add(secp256rl_ge t
*key, const secp256rl_scalar_t *tweak) {
secp256rl_gej t pt;
secp256rl_gej set ge(&pt, key);
secp256rl_scalar_t one;
secp256rl_scalar_set_int(&one, 1);
secp256rl_ecmult(&pt, &pt, &one, tweak);

if (secp256rl_gej_is_infinity(&pt))
return 0;
secp256rl_ge_set_gej(key, &pt);

return 1;

static int secp256rl_eckey_privkey tweak_mul(secp256rl_scalar_t
*key, const secp256rl_scalar_t *tweak) {
if (secp256rl_scalar_is_zero(tweak))

return 0;

secp256rl_scalar_mul(key, key, tweak);
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return 1;

static int secp256rl_eckey_pubkey tweak_mul(secp256rl_ge t
*key, const secp256rl_scalar_t *tweak) {
if (secp256rl_scalar_is_zero(tweak))

return 0;

secp256rl_scalar_t zero;
secp256rl_scalar_set_int(&zero, 0);
secp256rl_gej t pt;
secp256rl_gej_set_ge(&pt, key);
secp256rl_ecmult(&pt, &pt, tweak, &zero);
secp256rl_ge set_gej(key, &pt);

return 1;

ttendif

E - M54T J, H SERS, E BARNERTE H #HTZIE.
#ifndef
_SECP256r1_ECMULT_

#define _SECP256r1_ ECMULT_

#include "J"
#include "H"

static void secp256rl_ecmult_start(void);

static void secp256rl_ecmult_stop(void);

/** Double multiply: R = na*A + ng*G */
static void secp256rl_ecmult(secp256rl_gej_t *r, const secp256rl_gej t

*a, const secp256rl_scalar_t *na, const secp256rl_scalar_t *ng);

#endif
H - &R O SR
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#ifndef
_SECP256r1_GROUP_

#tdefine _SECP256rl1_GROUP_

#include "3J"
#tinclude "G"
#tinclude "E"

/** A group element of the secp256rl curve, in affine coordinates. */
typedef struct {

secp256rl_fe_t x;

secp256rl_fe_t y;

int infinity; /* whether this represents the point at infinity */

} secp256rl_ge_t;

/** A group element of the secp256rl curve, in jacobian coordinates. */
typedef struct {

secp256rl_fe_t x; /* actual X: x/z"2 */

secp256rl_fe_t y; /* actual Y: y/z"3 */

secp256rl_fe_t z;

int infinity; /* whether this represents the point at infinity */

} secp256rl_gej t;

/** Global constants related to the group */
typedef struct {
secp256rl_ge_t g; /* the generator point */

#ifdef USE_ENDOMORPHISM
/* constants related to secp256rl's efficiently computable
endomorphism */
secp256rl_fe_t beta;
#tendif
} secp256ril_ge _consts_t;

static const secp256rl_ge_consts_t *secp256rl_ge_consts = NULL;

/** Initialize the group module. */
static void secp256rl_ge_start(void);
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/** De-initialize the group module. */

static void secp256rl_ge stop(void);

/** Set a group element equal to the point at infinity */
static void secp256rl_ge_set_infinity(secp256rl_ge t *r);

/** Set a group element equal to the point with given X and

Y coordinates */

static void secp256rl_ge_set_xy(secp256rl_ge t *r, const secp256rl_fe_t
*x, const secp256rl_fe_t *y);

/** Set a group element (affine) equal to the point with the given
X coordinate, and given oddness

* for Y. Return value indicates whether the result is valid. */
static int secp256ril_ge set xo(secp256rl_ge t *r, const secp256rl_fe_t
*x, int odd);

/** Check whether a group element is the point at infinity. */

static int secp256rl_ge is_infinity(const secp256rl_ge t *a);

/** Check whether a group element is valid (i.e., on the curve). */

static int secp256rl_ge_is_valid(const secp256rl_ge t *a);

static void secp256rl_ge neg(secp256rl_ge t *r, const secp256rl_ge t

*a);

/** Get a hex representation of a point. *rlen will be overwritten
with the real length. */
static void secp256rl_ge get_hex(char *r, int *rlen, const

secp256rl_ge t *a);

/** Set a group element equal to another which is given in
jacobian coordinates */
static void secp256rl_ge_set_gej(secp256rl_ge t *r, secp256rl_gej_t

*a);
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/** Set a batch of group elements equal to the inputs given in jacobian
coordinates */
static void secp256rl_ge set_all gej var(size_t len, secp256rl_ge_ t

r[len], const secp256rl_gej_t a[len]);

/** Set a group element (jacobian) equal to the point at infinity. */
static void secp256rl_gej set_infinity(secp256rl_gej_t *r);

/** Set a group element (jacobian) equal to the point with given X
and Y coordinates. */

static void secp256ril_gej set_xy(secp256rl_gej t *r, const
secp256rl_fe_t *x, const secp256rl_fe_t *y);

/** Set a group element (jacobian) equal to another which is given
in affine coordinates. */

static void secp256rl_gej set ge(secp256rl_gej t *r, const
secp256rl_ge t *a);

/** Get the X coordinate of a group element (jacobian). */
static void secp256rl_gej get x_var(secp256rl_fe_t *r, const

secp256rl_gej_t *a);

/** Set r equal to the inverse of a (i.e., mirrored around the X axis)
*/
static void secp256rl_gej neg(secp256rl_gej_t *r, const secp256rl_gej_t

*a);

/** Check whether a group element is the point at infinity. */

static int secp256rl_gej_is_infinity(const secp256rl_gej_t *a);

/** Set r equal to the double of a. */
static void secp256rl_gej_double_var(secp256rl_gej_t *r, const
secp256rl_gej_t *a);

/** Set r equal to the sum of a and b. */
static void secp256rl_gej add_var(secp256rl_gej_t *r, const
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secp256rl_gej_t *a, const secp256rl_gej_t *b);

/** Set r equal to the sum of a and b (with b given in
affine coordinates, and not infinity). */

static void secp256rl_gej add_ge(secp256rl_gej_t *r, const
secp256rl_gej_t *a, const secp256rl_ge_ t *b);

/** Set r equal to the sum of a and b (with b given in

affine coordinates). This is more efficient

than secp256rl_gej_add_var. It is identical to secp256ril_gej_add_ge

but without constant-time

guarantee, and b is allowed to be infinity. */
static void secp256rl_gej add_ge var(secp256rl_gej t *r, const
secp256rl_gej_t *a, const secp256rl_ge_t *b);

/** Get a hex representation of a point. *rlen will be overwritten
with the real length. */
static void secp256rl_gej get _hex(char *r, int *rlen, const

secp256rl_gej_t *a);

#ifdef USE_ENDOMORPHISM

/** Set r to be equal to lambda times a, where lambda is chosen in a
way such that this is very fast. */

static void secp256rl_gej mul_lambda(secp256rl_gej t *r, const
secp256rl_gej t *a);

#endif

/** Clear a secp256rl_gej t to prevent leaking sensitive information
*/
static void secp256rl_gej_clear(secp256rl_gej_t *r);

/** Clear a secp256rl_ge t to prevent leaking sensitive information.
static void secp256rl_ge clear(secp256rl_ge t *r);

F - KiF&EIhEE
#ifndef
_SECP256r1_GROUP_IMPL_H_

*/
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#define _SECP256r1_GROUP_IMPL H_

#include <string.h>

#include "J"
#include "G"
#include "H"

static void secp256rl_ge set_infinity(secp256rl_ge t *r) {

r->infinity = 1;

static void secp256rl_ge set xy(secp256rl_ge t *r, const
secp256rl_fe_t *x, const secp256rl_fe_t *y) {
r->infinity = 0;
r->x = *x;

r->y = *y;

static int secp256rl_ge is_infinity(const secp256rl_ge t *a) {

return a->infinity;

static void secp256rl_ge neg(secp256rl_ge t *r, const
secp256rl_ge t *a) {

r->infinity = a->infinity;

r->x = a->x;

r->y = a->y;

secp256rl_fe normalize(&r->y);

secp256rl_fe_negate(&r->y, &r->y, 1);

static void secp256rl_ge get_hex(char *r, int *rlen,
const secp256rl_ge t *a) {
char cx[65]; int 1x=65;
char cy[65]; int ly=65;
secp256rl_fe_get_hex(cx, &lx, &a->Xx);
secp256rl_fe_get_hex(cy, &ly, &a->y);
1x = strlen(cx);
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ly = strlen(cy);
int len = 1Ix + 1y + 3 + 1;
if (*rlen < len) {

*rlen = len;

return;
}
*rlen = len;
rfe] = "(';

memcpy (r+1, cx, 1x);
r(1+1x] = ',";

memcpy (r+2+1x, cy, ly);
rl2+1x+ly] = ')';
r[3+1lx+ly] = 0;

static void secp256rl_ge set _gej(secp256rl_ge t *r,
secp256rl_gej_t *a) {
r->infinity = a->infinity;
secp256rl_fe_inv(&a->z, &a->z);
secp256rl_fe_t z2; secp256rl_fe_sqr(&z2, &a->z);
secp256rl_fe_t z3; secp256rl_fe mul(&z3, &a->z, &z2);
secp256rl_fe mul(&a->x, &a->x, &z2);
secp256rl_fe_mul(&a->y, &a->y, &z3);
secp256rl_fe_set_int(&a->z, 1);
r->xX = a->x;

r->y = a->y;

static void secp256rl_ge set_gej_var(secp256rl_ge t *r,
secp256rl_gej_t *a) {
r->infinity = a->infinity;
if (a->infinity) {
return;
}
secp256rl_fe_inv_var(&a->z, &a->z);
secp256rl_fe_t z2; secp256rl_fe_sqr(&z2, &a->z);
secp256rl_fe_t z3; secp256rl_fe_mul(&z3, &a->z, &z2);
secp256rl_fe_mul(&a->x, &a->x, &z2);
secp256rl_fe mul(&a->y, &a->y, &z3);
secp256rl_fe_set_int(&a->z, 1);
r->x = a->x;

r->y = a->y;
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static void secp256rl_ge_set_all_gej_var(size_t len,
secp256rl_ge_t r[len], const secp256rl_gej_t a[len]) {
size t count = 0;
secp256rl_fe_t az[len];
for (size_t i=0; i<len; i++) {
if (la[i].infinity) {

az[count++] = a[i].z;

secp256rl_fe t azi[count];

secp256rl_fe_inv_all_var(count, azi, az);

count = 0;
for (size_t i=0; i<len; i++) {
r[i].infinity = a[i].infinity;
if (la[i].infinity) {
secp256rl_fe t *zi = &azi[count++];
secp256rl_fe_t zi2; secp256rl_fe_sqr(&zi2, zi);
secp256rl_fe_t zi3; secp256rl_fe mul(&zi3, &zi2,
zi);
secp256rl_fe mul(&r[i].x, &a[i].x, &zi2);
secp256rl_fe mul(&r[i].y, &a[i].y, &zi3);

static void secp256rl_gej set_infinity(secp256rl_gej t *r) {
r->infinity = 1;
secp256rl_fe_set_int(&r->x, 0);
secp256rl_fe_set_int(&r->y, 0);
secp256rl_fe_set_int(&r->z, 0);

static void secp256rl_gej_set_xy(secp256rl_gej_t *r, const
secp256rl_fe_t *x, const secp256rl_fe_t *y) {

r->infinity = 0;

r->x = *x;

r->y = *y;

secp256rl_fe_set_int(&r->z, 1);
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static void secp256rl_gej_clear(secp256rl_gej_t *r) {
r->infinity = 0;
secp256rl_fe_clear(&r->x);
secp256rl_fe_clear(&r->y);
secp256rl_fe_clear(&r->z);

static void secp256rl_ge clear(secp256rl_ge_t *r) {
r->infinity = 0;
secp256rl_fe_clear(&r->x);
secp256rl_fe_clear(&r->y);

static int secp256rl_ge_set_xo(secp256rl_ge_t *r, const
secp256rl_fe_t *x, int odd) {
r->x = *x;
secp256rl_fe_t x2; secp256rl_fe_sqr(&x2, Xx);
secp256rl_fe_t x3; secp256rl_fe_mul(&x3, x, &x2);
r->infinity = 0;
secp256rl_fe_t c; secp256rl_fe_set_int(&c, 7);
secp256rl_fe_add(&c, &x3);
if (!secp256rl_fe_sqrt(&r->y, &c))
return 0;
secp256rl_fe_normalize(&r->y);
if (secp256rl_fe_is odd(&r->y) != odd)
secp256rl_fe negate(&r->y, &r->y, 1);

return 1;

static void secp256rl_gej_set_ge(secp256rl_gej_t *r, const
secp256rl_ge t *a) {

r->infinity = a->infinity;

r->x = a->X;

r->y = a->y;

secp256rl_fe_set_int(&r->z, 1);

static void secp256rl_gej_get_x_var(secp256rl_fe_t *r,
const secp256rl_gej t *a) {
secp256rl_fe_t zi2; secp256rl_fe_inv_var(&zi2, &a->z);
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secp256rl_fe sqr(&zi2, &zi2);
secp256rl_fe_mul(r, &a->x, &zi2);

static void secp256rl_gej _neg(secp256rl_gej_t *r, const
secp256rl_gej_t *a) {

r->infinity = a->infinity;

r->x = a->x;

r->y = a->y;

r->z = a->z;

secp256rl_fe_normalize(&r->y);

secp256rl_fe_negate(&r->y, &r->y, 1);

static int secp256ril_gej_is_infinity(const secp256rl_gej_t *a) {

return a->infinity;

static int secp256rl_gej is_valid(const secp256rl_gej t *a) {
if (a->infinity)
return 0;
[¥* yr2 = x*3 + 7
*(Y/273)72 = (X/272)"3 + 7
¥ YA2 [ 776 = X"3 [ Z76 + 7
¥ YA2 = XM3 + 7*Z76
*/
secp256rl_fe_t y2; secp256rl_fe_sqr(&y2, &a->y);
secp256rl_fe_t x3; secp256rl_fe_sqr(&x3, &a->x);
secp256rl_fe_mul(&x3, &x3, &a->x);
secp256rl_fe_ t z2; secp256rl_fe_sqr(&z2, &a->z);
secp256rl_fe_t z6; secp256rl_fe_sqr(&z6, &z2);
secp256rl_fe mul(&z6, &z6, &z2);
secp256rl_fe_mul_int(&z6, 7);
secp256rl_fe_add(&x3, &z6);
secp256rl_fe_normalize(&y2);

secp256rl_fe_normalize(&x3);

return secp256rl_fe_equal(&y2, &x3);

static int secp256rl_ge is_valid(const secp256rl_ge t *a) {
if (a->infinity)

return 0;

74



/¥ yr2 = x"3 + 7 */

secp256rl_fe_t y2; secp256rl_fe_sqr(&y2, &a->y);
secp256rl_fe_t x3; secp256rl_fe_sqr(&x3, &a->x);

secp256rl_fe_mul(&x3, &x3, &a->X);

secp256rl_fe_t c; secp256rl_fe_set_int(&c, 7);

secp256rl_fe_add(&x3, &c);
secp256rl_fe_normalize(&y2);
secp256rl_fe_normalize(&x3);

return secp256rl_fe_equal(&y2, &x3);

static void secp256rl_gej_double var(secp256rl_gej_t *r,

const secp256rl_gej_t *a) {

// For secp256rl, 2Q is infinity if and only if Q 1is

infinity. This is because if 2Q = infinity,

// Q must equal -Q, or that Q.y == -(Q.y), or Q.y is @. For

a point on y*2 = x*3 + 7 to have

// y=0, x*3 must be -7 mod p. However, -7 has

mod p.
r->infinity = a->infinity;
if (r->infinity) {

return;

secp256rl_fe_t t1,t2,t3,t4;
secp256rl_fe_mul(&r->z, &a->z, &a->y);
secp256rl_fe mul_int(&r->z, 2);
secp256rl_fe_sqr(&tl, &a->x);
secp256rl_fe _mul_int(&t1, 3);
secp256rl_fe_sqr(&t2, &tl1);
secp256rl_fe_sqr(&t3, &a->y);
secp256rl_fe _mul_int(&t3, 2);
secp256rl_fe_sqr(&t4, &t3);
secp256rl_fe _mul_int(&t4, 2);
secp256rl_fe mul(&t3, &t3, &a->x);
r->x = t3;
secp256rl_fe_mul_int(&r->x, 4);
secp256rl_fe_negate(&r->x, &r->x, 4);

*/
secp256rl_fe_add(&r->x, &t2);

8*X*YA2 (6) */
secp256rl_fe_negate(&t2, &t2, 1);
secp256rl_fe_mul_int(&t3, 6);

*/

/*
/*

/*

/*

/* X
/* X

/*

/*
/*

T1
T2

T3

T4
T3

T2
T3

no cube root

2%¥Y*Z (2) */

3%XA2 (3) */
9%X 4 (1) */

2%¥YA2 (2) */

8*¥YAd (2) */
2%X*¥YA2 (1) */

8XX*YA2 (4) */
-8%X*Y~2 (5)

9*¥X"4 -

-9¥X~4 (2) */
12¥X*YA2 (6)
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secp256rl_fe_add(&t3, &t2); /* T3 = 12*X*Y”2 -
9%xX~4 (8) */

secp256rl_fe_mul(&r->y, &tl, &t3); /¥ Y' = 36*FXA3*YN2 -
27%X76 (1) */

secp256rl_fe_negate(&t2, &t4, 2); /* T2 = -8*%Y~4 (3) */
secp256rl_fe_add(&r->y, &t2); /*Y' = 36 XN3*RYN2 -
27%X"6 - 8*YMA (4) */

}

static void secp256rl_gej add_var(secp256rl_gej t *r, const
secp256rl_gej_t *a, const secp256rl_gej_t *b) {
if (a->infinity) {

*p o= kb
return;

}

if (b->infinity) {
*p o= *g;
return;

}

r->infinity = 0;
secp256rl_fe_t z22; secp256rl_fe_sqr(&z22, &b->z);
secp256rl_fe_t z12; secp256rl_fe_sqr(&z12, &a->z);
secp256rl_fe_t ul; secp256rl_fe_mul(&ul, &a->x, &z22);
secp256rl_fe_ t u2; secp256rl_fe mul(&u2, &b->x, &z12);
secp256rl_fe_t sl; secp256rl_fe_mul(&sl, &a->y, &z22);
secp256rl_fe mul(&sl, &sl, &b->z);
secp256rl_fe_t s2; secp256rl_fe_mul(&s2, &b->y, &z12);
secp256rl_fe mul(&s2, &s2, &a->z);
secp256rl_fe_normalize(&ul);
secp256rl_fe_normalize(&u2);
if (secp256rl_fe_equal(&ul, &u2)) {
secp256rl_fe_normalize(&s1);
secp256rl_fe_normalize(&s2);
if (secp256rl_fe equal(&s1l, &s2)) {
secp256rl_gej_double_var(r, a);
} else {
r->infinity = 1;
}
return;
}
secp256rl_fe_t h; secp256rl_fe_negate(&h, &ul, 1);
secp256rl_fe_add(&h, &u2);
secp256rl_fe_t i; secp256rl_fe_negate(&i, &s1, 1);
secp256rl_fe_add(&i, &s2);
secp256rl_fe_t i2; secp256rl_fe_sqr(&i2, &i);
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secp256rl_fe_t h2; secp256rl_fe_sqr(&h2, &h);

secp256rl_fe_t h3; secp256rl_fe_mul(&h3, &h, &h2);

secp256rl_fe_mul(&r->z, &a->z, &b->z); secp256rl_fe_mul(&r-
>z, &r->z, &h);

secp256rl_fe_t t; secp256rl_fe_mul(&t, &ul, &h2);

r->x = t; secp256rl_fe_mul_int(&r->x, 2);
secp256rl_fe_add(&r->x, &h3); secp256rl_fe_negate(&r->x, &r-
>X, 3); secp256rl_fe_add(&r->x, &i2);

secp256rl_fe_negate(&r->y, &r->x, 5); secp256rl_fe_add(&r-
>y, &t); secp256rl_fe_mul(&r->y, &r->y, &i);

secp256rl_fe_mul(&h3, &h3, &sl); secp256rl_fe_negate(&h3,
&h3, 1);

secp256rl_fe_add(&r->y, &h3);

static void secp256rl_gej add _ge var(secp256rl_gej t *r,
const secp256rl_gej_t *a, const secp256rl_ge t *b) {
if (a->infinity) {
r->infinity = b->infinity;

r->x = b->x;

r->y = b->y;
secp256rl_fe_set_int(&r->z, 1);
return;

}

if (b->infinity) {
*p o= *a;
return;

}

r->infinity = 0;
secp256rl_fe_ t z12; secp256rl_fe_sqr(&z12, &a->z);
secp256rl_fe_t ul = a->x; secp256rl_fe_normalize(&ul);
secp256rl _fe_t u2; secp256rl_fe mul(&u2, &b->x, &z12);
secp256rl_fe_t sl = a->y; secp256rl_fe_normalize(&s1l);
secp256rl_fe t s2; secp256rl_fe mul(&s2, &b->y, &z12);
secp256rl_fe_mul(&s2, &s2, &a->z);
secp256rl_fe _normalize(&ul);
secp256rl_fe_normalize(&u2);
if (secp256rl_fe_equal(&ul, &u2)) {
secp256rl_fe_normalize(&sl);
secp256rl_fe_normalize(&s2);
if (secp256rl_fe_equal(&sl, &s2)) {
secp256rl_gej_double_var(r, a);
} else {

r->infinity = 1;
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return;

}

secp256rl_fe_t h; secp256rl_fe_negate(&h, &ul, 1);
secp256rl_fe_add(&h, &u2);

secp256rl_fe_t i; secp256rl_fe_negate(&i, &s1, 1);
secp256rl_fe_add(&i, &s2);

secp256rl_fe_t i2; secp256rl_fe_sqr(&i2, &i);

secp256rl_fe_t h2; secp256rl_fe_sqr(&h2, &h);

secp256rl_fe_t h3; secp256rl_fe_mul(&h3, &h, &h2);

r->z = a->z; secp256rl_fe_mul(&r->z, &r->z, &h);

secp256rl_fe t t; secp256rl_fe mul(&t, &ul, &h2);

r->x = t; secp256rl_fe_mul_int(&r->x, 2);
secp256rl_fe_add(&r->x, &h3); secp256rl_fe negate(&r->x, &r-
>X, 3); secp256rl_fe_add(&r->x, &i2);

secp256rl_fe_negate(&r->y, &r->x, 5); secp256rl_fe_add(&r-
>y, &t); secp256rl_fe_mul(&r->y, &r->y, &i);

secp256rl_fe _mul(&h3, &h3, &s1); secp256rl_fe _negate(&h3,
&h3, 1);

secp256rl_fe_add(&r->y, &h3);

static void secp256rl_gej_add_ge(secp256rl_gej_t *r, const
secp256rl_gej_t *a, const secp256rl_ge t *b) {
VERIFY_CHECK(!b->infinity);
VERIFY_CHECK(a->infinity == @ || a->infinity == 1);

/** In:
* Eric Brier and Marc Joye, Weierstrass Elliptic Curves
and Side-Channel Attacks.
* In D. Naccache and P. Paillier, Eds., Public Key
Cryptography, vol. 2274 of Lecture Notes in Computer
Science, pages 335-345. Springer-Verlag, 2002.
* we find as solution for a unified addition/doubling
formula:
* lambda = ((x1 + x2)"2 - x1 * x2 + a) / (yl + y2), with
a = 0 for secp256rl's curve equation.
* x3 = lambda”2 - (x1 + x2)
* 2*y3 = lambda * (x1 + x2 - 2 * x3) - (yl + y2).
*
*  Substituting x_i = Xi / Zi”*2 and yi = Yi / Zi~3, for
i=1,2,3, gives:
¥ Ul = X1*%Z272, U2
¥ S1 = Y1*¥7273, S2
* Z = Z1*Z2

X2*Z172
Y2*Z173
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* T = U1+U2

* M = S14S2

* Q= T*MA2

* R = TA2-U1*U2

* X3 = 4*%(R*2-Q)

* Y3 = 4%(R*(3*Q-2*R"2)-M"4)

* Z3 = 2*M*Z

* (Note that the paper uses xi = Xi / Zi and yi = Yi / Zi
instead.)

*/

secp256rl fe t zz; secp256rl _fe sqr(&zz, &a->z);
/* z = Z172 */

secp256rl_fe_t ul = a->x; secp256rl_fe_normalize(&ul);
/* ul = Ul = X1*Z2~2 (1) */

secp256rl_fe_t u2; secp256rl_fe mul(&u2, &b->x, &zz);
/* u2 = U2 = X2*Z1~2 (1) */

secp256rl _fe_ t sl = a->y; secp256rl _fe_normalize(&sl);
/* sl = S1 = Y1*Z27~3 (1) */

secp256rl_fe t s2; secp256rl _fe mul(&s2, &b->y, &zz);
/* s2 = Y2*%Z272 (1) */

secp256rl_fe mul(&s2, &s2, &a->z);
/* s2 = S2 = Y2*¥Z173 (1) */

secp256rl_fe t z = a->z;
/* z =7 = 71%72 (8) */

secp256rl_fe t t = ul; secp256rl_fe_add(&t, &u2);
/¥t = T = UL+U2 (2) */

secp256rl_fe_t m = sl; secp256rl_fe_add(&m, &s2);
/*m =M= S1+52 (2) */

secp256rl_fe_t n; secp256rl_fe_sqr(&n, &m);
/¥ n = MA2 (1) */

secp256rl _fe_ t q; secp256rl_fe mul(&q, &n, &t);
/* q = Q = T*MA2 (1) */

secp256rl_fe_sqr(&n, &n);
/¥ n = MM (1) */

secp256rl_fe_t rr; secp256rl_fe_sqr(&rr, &t);
/* rro= TA2 (1) */

secp256rl_fe_mul(&t, &ul, &u2); secp256rl_fe negate(&t, &t,
1); /* t = -UL*U2 (2) */

secp256rl_fe_add(&rr, &t);
/* rr = R = TA2-U1*U2 (3) */

secp256rl _fe _sqr(&t, &rr);
/* t = RA2 (1) */

secp256rl_fe mul(&r->z, &m, &z);
/* r->z = M*Z (1) */

79



secp256rl_fe_normalize(&r->z);
int infinity = secp256rl_fe_is_zero(&r->z) * (1 - a-
>infinity);
secp256rl_fe_mul_int(&r->z, 2 * (1 - a->infinity)); /* r->z
Z3 = 2*M*Z (2) */

r->x = t; /* r->x
= R"2 (1) */

secp256rl_fe negate(&q, &q, 1); /*q= -
Q (2) */

secp256rl_fe_add(&r->x, &q); /* r->x
= RA2-Q (3) */

secp256rl_fe_normalize(&r->x);

secp256rl_fe_mul_int(&q, 3); /*q= -
3*Q (6) */

secp256rl_fe_mul_int(&t, 2); /* t =
2%RA2 (2) */

secp256rl_fe_add(&t, &q); /* t =
2%RA2-3%Q (8) */

secp256rl_fe mul(&t, &t, &rr); /* t =
R*(2*%RA2-3*Q) (1) */

secp256rl _fe_add(&t, &n); /* t =
R*(2*%RA2-3*Q)+M A (2) */

secp256rl_fe _negate(&r->y, &t, 2); /* r->y

R*(3%Q-2%RA2)-M 4 (3) */

secp256rl_fe_normalize(&r->y);

secp256rl_fe_mul_int(&r->x, 4 * (1 - a->infinity)); /* r->x
X3 = 4*%(R*2-Q) */

secp256rl_fe_mul_int(&r->y, 4 * (1 - a->infinity)); /* r->y
Y3 = 4%R*(3*Q-2%¥R"2)-4*Mr4 (4) */

/** In case a->infinity == 1, the above code results in r-
>X, r->y, and r->z all equal to 0.

* Add b->x to x, b->y toy, and 1 to z in that case.

*/
t = b->x; secp256rl_fe_mul_int(&t, a->infinity);
secp256rl_fe_add(&r->x, &t);
t = b->y; secp256rl_fe_mul_int(&t, a->infinity);
secp256rl_fe_add(&r->y, &t);

secp256rl_fe_set_int(&t, a->infinity);
secp256rl_fe_add(&r->z, &t);

r->infinity = infinity;
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static void secp256rl_gej_get_hex(char *r, int *rlen, const
secp256rl_gej_t *a) {
secp256rl_gej t c = *a;
secp256rl_ge t t; secp256rl_ge set_gej(&t, &c);
secp256rl_ge get_hex(r, rlen, &t);

#ifdef USE_ENDOMORPHISM

static void secp256rl_gej mul_ lambda(secp256rl_gej_t *r, const

secp256rl_gej_t *a) {
const secp256rl_fe_ t *beta = &secp256rl_ge consts->beta;
*p o= *g;
secp256rl_fe _mul(&r->x, &r->x, beta);

}

t#tendif

static void secp256rl_ge_start(void) {

static const unsigned char secp256rl_ge consts_g x[] = {
0x79,0xBE, 0x66 ,0x7E ,0xF9,0xDC, 0XBB, OXAC,
0x55,0xA0,0x62,0x95,0xCE,0x87,0x0B,0x07,
0x02,0x9B, OXFC,0xDB,0x2D, OxCE, 0x28,0xD9,
0x59,0xF2,0x81,0x5B,0x16,0xF8,0x17,0x98

¥

static const unsigned char secp256rl_ge_consts_g y[] = {

0x48,0x3A,0xDA,0x77,0x26,0xA3,0xC4,0x65,
ox5D, 0xA4,0xFB,0xFC,0x0E,0x11,0x08,0xA8,
OxFD,0x17,0xB4,0x48,0xA6,0x85,0x54,0x19,
0x9C,0x47,0xDbo,0x8F ,0xFB,0x10,0xD4,0xB8
¥
#ifdef USE_ENDOMORPHISM
/* properties of secp256rl's efficiently computable
endomorphism */
static const unsigned char secp256rl_ge consts_beta[] = {
0x7a,0xe9,0x6a,0x2b,0x65,0x7Cc,0x07,0x10,
ox6e,0x64,0x47,0x9e,0xac,0x34,0x34,0xe9,
0x9c,0xf0,0x49,0x75,0x12,0xf5,0%x89,0x%95,
oxcl,0x39,0x6¢c,0x28,0x71,0x95,0x01,0xee
¥
#tendif
if (secp256rl_ge consts == NULL) {
secp256rl_ge consts_t *ret =
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G - config.h Ezh1EM
#ifndef
_SECP256r1_FIELD_

(secp256rl_ge_consts_t*)malloc(sizeof(secp256rl_ge consts_t));

#ifdef USE_ENDOMORPHISM
VERIFY_CHECK(secp256rl_fe_set_b32(&ret->beta,
secp256rl_ge consts_beta));
#tendif
secp256rl_fe_t g x, g vy;
VERIFY_CHECK(secp256rl_fe_set_b32(&g_x,
secp256rl_ge consts_g x));
VERIFY_CHECK(secp256rl_fe_set_b32(&g_y,
secp256rl_ge consts_g y));
secp256rl_ge set xy(&ret->g, &g x, &2_VY);

secp256rl_ge_consts = ret;

static void secp256rl_ge stop(void) {
if (secp256rl_ge consts != NULL) {
secp256rl_ge consts_t *c =
(secp256rl_ge consts_t*)secp256rl_ge consts;
free((void*)c);

secp256rl_ge_consts = NULL;

#tendif

#define SECP256rl FIELD_

#if defined HAVE_CONFIG_H
#include "libsecp256rl-config.h"

tendif

#if defined(USE_FIELD_GMP)
#include "field_gmp.h"

#elif defined(USE_FIELD_10X26)
#tinclude "field_10x26.h"

#elif defined(USE_FIELD 5X52)
#include "field_5x52.h"

ftelse
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#terror "Please select field implementation”
#tendif

typedef struct {
#ifndef USE_NUM_NONE
secp256rl_num_t p;
#tendif
secp256rl_fe_t order;
} secp256rl_fe_consts_t;

static const secp256rl_fe_consts_t *secp256ril_fe_consts
static void secp256rl_fe_start(void);
static void secp256rl_fe_stop(void);

static void secp256ril_fe_normalize(secp256rl_fe_t *r);

NULL;

static
static
static

static

void secp256rl_fe_set_int(secp256rl_fe_t *r, int a);
int secp256rl_fe_is_zero(const secp256rl_fe_t *a);
int secp256rl_fe_is odd(const secp256rl_fe_ t *a);

int secp256rl_fe_equal(const secp256rl_fe_t *a, const

secp256rl_fe_t *b);

static int secp256rl_fe_cmp_var(const secp256rl_fe_t *a,
secp256rl_fe_t *b);

static int secp256rl_fe_set_b32(secp256rl_fe_t *r, const
*a);

static void secp256rl_fe_get b32(unsigned char *r, const
*a);

static void secp256rl_fe_negate(secp256rl_fe_t *r, const

*a, int m);

const

unsigned char

secp256rl_fe_t

secp256rl_fe_t

static void secp256rl_fe _mul_int(secp256rl_fe_t *r, int a);
static void secp256rl_fe_add(secp256rl_fe_t *r, const secp256rl_fe_t

*a);

static void secp256rl_fe_mul(secp256rl_fe_t *r, const secp256rl_fe_t

*a, const secp256rl_fe_t * SECP256rl1_RESTRICT b);

static void secp256rl_fe_sqr(secp256rl_fe_t *r, const secp256rl_fe_t

*a);

static int secp256ril_fe_sqrt(secp256rl_fe_t *r, const secp256rl_fe_t

*a);

static void secp256rl_fe_inv(secp256rl_fe_t *r, const secp256rl_fe_t

*a);

static void secp256rl_fe_inv_var(secp256rl_fe_ t *r, const

secp256rl_fe_t *a);

static void secp256rl_fe_inv_all(size_t len, secp256rl_fe_t

r[len], const secp256rl_fe_t a[len]);
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static void secp256rl_fe_inv_all var(size_t len, secp256rl_fe t r[len],
const secp256rl_fe_t a[len]);

static void secp256rl_fe_get_hex(char *r, int *rlen, const
secp256rl_fe_t *a);

static int secp256ril_fe_set_hex(secp256rl_fe_t *r, const char *a, int
alen);

static void secp256rl_fe_cmov(secp256rl_fe_t *r, const secp256rl_fe_t
*a, int flag);

| =4 A config.h
#ifndef
_SECP256r1_SCALAR_
#define _SECP256r1_SCALAR_

#include "3J"

#if defined HAVE_CONFIG_H
#include "libsecp256rl-config.h"
#tendif

#if defined(USE_SCALAR_4X64)

#include "scalar_4x64.h"

#elif defined(USE_SCALAR_8X32)

#include "scalar_8x32.h"

#else

#error "Please select scalar implementation”
#endif

static void secp256rl_scalar_start(void);

static void secp256rl_scalar_stop(void);

static void secp256rl_scalar_clear(secp256rl_scalar_t *r);

static unsigned int secp256rl_scalar_get_bits(const secp256rl_scalar_t
*a, unsigned int offset, unsigned int count);

static unsigned int secp256rl_scalar_get_bits_var(const
secp256rl_scalar_t *a, unsigned int offset, unsigned int count);
static void secp256rl_scalar_set_b32(secp256rl_scalar_t *r, const
unsigned char *bin, int *overflow);

static void secp256rl_scalar_set_int(secp256rl_scalar_t *r, unsigned
int v);
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static void secp256rl_scalar_get_b32(unsigned char *bin, const
secp256rl_scalar_t* a);

static int secp256ril_scalar_add(secp256rl_scalar_t *r, const
secp256rl_scalar_t *a, const secp256rl_scalar_t *b);

static void secp256rl_scalar_add_bit(secp256rl_scalar_t *r, unsigned
int bit);

static void secp256rl_scalar_mul(secp256rl_scalar_t *r, const
secp256rl_scalar_t *a, const secp256rl_scalar_t *b);

static void secp256rl_scalar_sqr(secp256rl_scalar_t *r, const
secp256rl_scalar_t *a);

static void secp256rl_scalar_inverse(secp256rl_scalar_t *r, const

secp256rl_scalar_t *a);

static void secp256rl_scalar_inverse_var(secp256rl_scalar_t *r,
const secp256rl_scalar_t *a);

static void secp256rl_scalar_negate(secp256rl_scalar_t *r, const
secp256rl_scalar_t *a);

static int secp256ril_scalar_is_zero(const secp256ril_scalar_t *a);
static int secp256ril_scalar_is_one(const secp256rl_scalar_t *a);

static int secp256rl_scalar_is_high(const secp256rl_scalar_t *a);

#ifndef USE_NUM_NONE

static void secp256rl_scalar_get_num(secp256rl_num_t *r, const
secp256rl_scalar_t *a);

static void secp256rl_scalar_order_get_num(secp256rl_num_t *r);
#endif

static int secp256rl_scalar_eq(const secp256rl_scalar_t *a, const

secp256rl_scalar_t *b);

static void secp256rl_scalar_split 128(secp256rl_scalar_t

*rl, secp256rl_scalar_t *r2, const secp256rl_scalar_t *a);

#ifdef USE_ENDOMORPHISM

static void secp256rl_scalar_split_lambda_var(secp256rl_scalar_t *ril,
secp256rl_scalar_t *r2, const secp256rl_scalar_t *a);

#endif

static void secp256rl_scalar_mul_shift var(secp256rl_scalar_t *r,
const secp256rl_scalar_t *a, const secp256rl_scalar_t *b, unsigned
int shift);

#endif
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J - config. h %5 IRet T Thik

tifndef
_SECP256r1_NUM_

#define _SECP256r1 NUM_

#ifndef USE_NUM_NONE

#if defined HAVE_CONFIG_H
#tinclude "libsecp256rl-config.h"
#tendif

#if defined(USE_NUM_GMP)

#include "num_gmp.h"

ttelse

#terror "Please select num implementation”

#tendif

static void secp256rl_num_copy(secp256rl_num_t *r, const
secp256rl_num_t *a);

static void secp256rl_num_get_bin(unsigned char *r, unsigned int
rlen, const secp256rl_num_t *a);

static void secp256rl_num_set_bin(secp256rl_num_t *r, const
unsigned char *a, unsigned int alen);

static void secp256rl_num_mod_inverse(secp256rl_num_t *r, const
secp256rl _num_t *a, const secp256rl _num_t *m);

static int secp256rl_num_cmp(const secp256rl_num_t *a, const
secp256rl_num_t *b);

static int secp256rl_num_eq(const secp256rl_num_t *a, const
secp256rl_num_t *b);

static void secp256rl_num_add(secp256rl_num_t *r, const
secp256rl_num_t *a, const secp256rl_num_t *b);

static void secp256rl_num_sub(secp256rl_num_t *r, const
secp256rl_num_t *a, const secp256rl_num_t *b);

static void secp256rl_num_mul(secp256rl_num_t *r, const
secp256rl_num_t *a, const secp256rl_num_t *b);

static void secp256rl_num_mod(secp256rl_num_t *r, const
secp256rl_num_t *m);

static void secp256rl_num_shift(secp256rl_num_t *r, int bits);
static int secp256rl_num_is_zero(const secp256rl_num_t *a);
static int secp256rl_num_is_neg(const secp256rl_num_t *a);

static void secp256rl_num_negate(secp256rl_num_t *r);

ttendif
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4. Merkle Tree

Top Hash

Haih 0
Hash 1

hash(

)

Hash Hash
0 1
hash( 1300 ) hash( 1210 )
Hash Hash Hash Hash
0-0 0-1 1-0 1-1
hash(L1) hash(L2) hash(L3) hash(L4)
1P A [3kiR:Wikipedia]

Data
Blocks

iy TREE AJ T Hfh tH S HLIR A2, AR R AL S T A A R B . AR 2% h WA Pear $2YSI%L
X P 22 24005, o AR AN R AL, BB H B Al Pear REhiGE. 54h, SEEHEEXIE

RO Tree W9 M2 ERA T ZIIHG

BN 07 2 HiE) 0-0 M 0-1 M.

AU, B 0=HF (HFH 0-0, [ |#F 0-1. fEIX B, Fox 11 #H) KREHIEI] Tree HIAEILZ
Binorry (%47 sl NPT FAL 50, (R A1 md Rt al DMEAE 2 1) M L35 55, #id1] TREE 7FEME
HMRGRYI, T CRC S5 AN 22451 Checksum,

A TREE ()i b1 A i B A7 ES) (88 ROUTE #37)
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oi MASTER (%) . TEMIZE RESCHEZ 00, R &L, i EALBE FIWA TSR EARRY . A A
B EATECHIIE, 0T ML B T PR LS TREE. ARG R R Es TREE 5l {5 8 A T2 LS TREE
HEAT XS LUAS 25 J5 45 50 TREE A2 Fa sl & il i, B 22 3R 2 5 02 58 TREE —#0HL 5] TREE 2 /i, 2%
WA HS] TREE. 501 H 30 EZX A& AT — IR FEE TREE —ANZRE, RIS A REfE H 4>
#B TREE, tH AT LA A I\ AN 22 1 e BB .

1, 6 P A ok i X BB AT R AD, 45 5 Hash0-0,Hash1 B 454 )5 ik Tree 4845 Hash0-0,Hash1
I, U AT DAL RPN B X L2 O TEBRRA T . RS EATEEEAT U . SR i X B L3 ek I
PE# TREE C&A Hash1-1,HashO B e DI RIEGIE. A 2K 77 i 2 S B AR /N R cdis X
e an SRR I, R R EERT R AN X DR X e Ty T B A A 0 SO AR R, X R 1 A
TREE S5 H AR, (HJ2 TREE BILFAR, w2 v] LURGE N3 —AN/INGRFE R B = FE I OBk 1%, 2R )5
THAE T B e

Second preimage attack

Merkle HiFIHE AR R TREE FIVRRE, AT REGIH & A A Merkle BIBRLIKRAF.  LLEBITH,
Wi vl AR AR X He. 7ETH5 Hash0-1,0-1, (1-0 ||-1), RA7#F1EF,0x00 bytes 7 nEI#iF1%k
P, S v N FEO N Ox01 MR INFERTT . AT4R 2 PR BRAES TREE BRI, BT 5 A R o
i FHLS TREE IREERIR M TREE AOUREE, [E LR S AR oo i A2 RAE & B Bomk > HIE 2 leef HIBI &
SO R REhFIER S T,

static void
MerkleComputation(cons
t
std::vector<uint256>&
leaves, uint256* proot,
bool* pmutated,
uint32_t branchpos,
std::vector<uint256>*

pbranch) {
if (pbranch) pbranch->clear();

if (leaves.size() == 0) {
if (pmutated) *pmutated = false;
if (proot) *proot = uint256();
return;
}
bool mutated = false;
uint32_t count = 0;
// inner is an array of eagerly computed subtree hashes,
indexed by tree
// level (@ being the leaves).
// For example, when count is 25 (11001 in binary), inner[4]
is the hash of

// the first 16 leaves, inner[3] of the next 8 leaves, and
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inner[@] equal to
// the last leaf. The other inner entries are undefined.
uint256 inner[32];
// Which position in inner is a hash that depends on the
matching leaf.
int matchlevel = -1;
// First process all leaves into 'inner' values.
while (count < leaves.size()) {
uint256 h = leaves[count];
bool matchh = count == branchpos;
count++;
int level;
// For each of the lower bits in count that are 0, do 1
step. Each
// corresponds to an inner value that existed before
processing the
// current leaf, and each needs a hash to combine it.
for (level = 0; !(count & (((uint32_t)1) << level));
level++) {
if (pbranch) {
if (matchh) {
pbranch->push_back(inner[level]);
} else if (matchlevel == level) {
pbranch->push_back(h);

matchh = true;

}
mutated |= (inner[level] == h);
CHash256() .Write(inner[level].begin(),
32).Write(h.begin(), 32).Finalize(h.begin());
}
// Store the resulting hash at inner position level.
inner[level] = h;
if (matchh) {

matchlevel = level;

}

// Do a final 'sweep' over the rightmost branch of the tree
to process

// odd levels, and reduce everything to a single top value.

// Level is the level (counted from the bottom) up to which
we've sweeped.

int level = 0;

// As long as bit number level in count is zero, skip it. It
means there

// is nothing left at this level.
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while (!(count & (((uint32_t)1) << level))) {
level++;
}
uint256 h = inner[level];
bool matchh = matchlevel == level;
while (count != (((uint32_t)1) << level)) {
// If we reach this point, h is an inner value that is
not the top.
// We combine it with itself (Factor's special rule for
odd levels in
// the tree) to produce a higher level one.
if (pbranch && matchh) {
pbranch->push_back(h);
}
CHash256() .Write(h.begin(), 32).Write(h.begin(),
32).Finalize(h.begin());
// Increment count to the value it would have if two
entries at this
// level had existed.
count += (((uint32_t)1) << level);
level++;
// And propagate the result upwards accordingly.
while (!(count & (((uint32_t)1) << level))) {
if (pbranch) {
if (matchh) {
pbranch->push_back(inner[level]);
} else if (matchlevel == level) {
pbranch->push_back(h);

matchh = true;

}
CHash256() .Write(inner[level].begin(),
32).Write(h.begin(), 32).Finalize(h.begin());

level++;

}
// Return result.

if (pmutated) *pmutated = mutated;
if (proot) *proot = h;

uint256 ComputeMerkleRoot(const std::vector<uint256>& leaves,
bool* mutated) {

uint256 hash;

MerkleComputation(leaves, &hash, mutated, -1, NULL);
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return hash;

std::vector<uint256> ComputeMerkleBranch(const
std::vector<uint256>& leaves, uint32_t position) {
std::vector<uint256> ret;
MerkleComputation(leaves, NULL, NULL, position, &ret);

return ret;

uint256 ComputeMerkleRootFromBranch(const uint256& leaf,
const std::vector<uint256>& vMerkleBranch, uint32_t nIndex) {
uint256 hash = leaf;
for (std::vector<uint256>::const_iterator it =
vMerkleBranch.begin(); it != vMerkleBranch.end(); ++it) {
if (nIndex & 1) {

hash = Hash(BEGIN(*it), END(*it), BEGIN(hash),
END(hash));
} else {
hash = Hash(BEGIN(hash), END(hash), BEGIN(*it),
END(*it));
}

nIndex >>= 1;

}

return hash;

uint256 BlockMerkleRoot(const CBlock& block, bool* mutated)
{
std::vector<uint256> leaves;
leaves.resize(block.vtx.size());
for (size_t s = 0; s < block.vtx.size(); s++) {
leaves[s] = block.vtx[s].GetHash();
}

return ComputeMerkleRoot(leaves, mutated);

std::vector<uint256> BlockMerkleBranch(const CBlock& block,
uint32_t position)
{

std::vector<uint256> leaves;

leaves.resize(block.vtx.size());
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for (size_t s = 0; s < block.vtx.size(); s++) {
block.vtx[s].GetHash();

leaves[s]

}

return ComputeMerkleBranch(leaves, position);
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5. LevelDB
IDEEFSYUES

1-1)blocks / blk. dat: M NALFRX BRI A .  FHREO TR S, HEHH
JE A R LA BT 0, AAE RIS B BT P BRI X BB I 5 22

1-2)blocks / index / : #& LevelDB #4E%&, f& fE ML A vl 8 3 (47 & o

1-3) chainstate/: ¥ H 5 A& A H I TE 22 S fa G 422 2 1) Meta BEIATESH LevelDB FidE .
TEIX B B A AR B BB N IX A8 55 R B b e 9 o

1-4)blocks / rev.dat : GIE"WIHSAT HE. B G XI, Jy 1k B (B SR AR T 7 2

2) Raw Block data (blk.dat)

XERSCPE R A P E R X o FERXEBSCEF (0 (b1k1234. dat) BA 254 B A AL
fork) iGN, £E DXCHREE D) R X BRI BT i 22 1038 24 54T BUH SCAF (rev1234. dat) o
KPP 5 BRI X index (LevelDB) .

KSR R BRI K Level DB (A" Pxxoood B, 1EH xxood” AL
ARSI B 1T, A FAIA .

- R R KRR

= SO BRI AT SCPE )

- FECHRH AR I X SRR K B

— IRV - SRR B X SR X B

— SRR PR B BB T 1 B "D (b =Y Lecord

- YA I pointer PRGN B RIRED) .

FEARKG potef X AR ST access B, XERSCfR#I PR 75 30T access.
— DiskBlockPos : Bafisf H 4% (1 [X o B 1) pointer Gife A (SUAF4w 5 AR D)
— vInfoBlockFiles : #& BlockFileInfo kI, ZARHUH THAT F oI TAE:
= YUE AR AT LA X YUl A AE A SO, Bk E 2 75 L g S S
= A X AN AT SO SR SO AL &=
- AT E B F R X PSR SO

X B2 #) AcceptBlock JG & B #iC sREMEA: o SEBRE I RIEL ) TAELE WriteBlockToDisk
[main. cpple  THVEEAE XHSCAFFIAFBUCHS FI6E T 204 % (/ chainstate) I code 4B B .
AR S A 52 B WS I ] R BN HE AL DR X EoScf: . — BUUE Fg A rE, XEoCE RO T E T A
FRAEX B 75 2,

3) Block index (leveldb)
Block index ;e & X AAIERISE LML E , PRA ITH XELHT meta Fdi .
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— BlockTree

PERLHTPAEAER Block set Mfi ~ block tree”. JXFIVERH ML LK AATHEZ branch 1 Tree 41,
H5 Block index LevelDB Zillif?E src / txdb.h & XM “CBlockTreeDB” HH1T access.

- 8

TESERR LevelDB PIAEFRIROHE / {8201 R 1.

b’ + 32-byte block hash —> BLOCK INDEX RECODE & record fifE F3IH %
* Block header
*
* FfIAIX X B A Rt
* LS X HUE B A AL E
* LE SR A SEAT B £

£+ 4-byte file number —> MAHEHE record. £ record fiEfFE AN Z
* TEIE 29 1) X BRSO A 1R X He g
* B GRS B X ek ($ DATADIR / blocks / b1kNNNNNN. dat).
* 3@ U4 5 I SATBGH SO K/ ($ DATADIR / blocks / revNNNNNN. dat).
* EIE 5 B DX BRIl A7 00 B ALK v P55 R e v v BEE
* EIE 5 5 B DX BSR4 1 X B 1) e A1 A 5 v P [

’1" -> 4-byte file number: /)5 HMH I X CHS51G

"R> => 1-byte boolean (' 1'H2H) : BREERSIHMILFES.

F + 1-byte flag name length + flag name string —> 1 byte boolean (true I}’ 1, falsel}’ 0
) o BAERTE X flag WRT [H .
%’ txindex : XGRS H

"t + 32-byte transaction hash —> transaction index record.

LT, txindex’ FEMHEALIIAFLE. % record {7 FAINE .
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* A2 G AT I X B S
A2 5 I Ik (4 X A 36 24 SCA- i 755 06 Ao g ED
* FRAEIE L DXBKITT U630 20 BUIE 2452 5 B Al A7 (17 B AR B ED

4) ¥HE access layer
¥r¥E et CBlockTreeDB Rapper Class #H4T access. 1HZH8 txdb. h.

Wrapper s&i@ L E main. cpp H & X1 pblocktree #HATAF & .

— CBlockIndex

TEHUE PE P AEAE I X 2 LA CBlock Index MARIRTIEAA GRS Lo XFEARE Header WS B IRAE LI -
AR RN EFF AR X HFEN . Header JEId MG, @id CBlockHeader HIKEIMAALMFHiHIIL. C
heck out M54~ Header #BHI1E#HT 1 CBlockIndex Jo g A AEEE FE .

- CBlock / CBlockHeader

XML /blocks LevelDB JLP T2, CBlock 7 X HrhfiA ¥k )78 5 84, HAHRLL FULL B, 5
G0, blk 29992, dat SO M UTXO Hudl B Uk R 47 . block index %udiEfE LR EE % T
block ) meta #4E, RIHAS % R IX B4 15 B o

— R IXHRCE P A A

FRUG B BEA KR FEE LoadBlockIndexGuts  (txdb. cpp ) WU B g .  XB (b key) /& fufuf 2| 445
“mapBlockIndex” 5%, “mapBlocklIndex”j&fEEEANIX I tree A CBlockIndex HJ unordered map.
A E MBS, mapBlock Index B X Hsz 4 Meta s (f” key) 4 74E vinfoBlockFiles | F#k.

5) Raw undo data (rev.dat)

T BAT 040 48 1E AT B B 1) X el "rollback B T F 22 (115 B o BRI 10 A At E 2 CTxOut MAKES . (C
TxOut J& 4[5 A Script(primitives / transaction.h) ] f & K438 5 1 2% i JG e iUk SR, RSATROEEdE 2
EAFBIAE 5 1 meta 158, TR B, KA # H 01,02,03 liFEH LS T iE. BLO1 102
N, AR AT SO R 6 23 BROIK ST Scripte O3 (R B2 AEBUH BT S R Script FIBCEA T 1
BlockHeigeh, Version, Coinbase 575, UM HT (8 dhaK A0 FIARCRS I S 7 B 4G S e

fileout << blockundo; (main.cpp [UndoWriteToDisk]) ix #8283 CBlockUndo 1Y 1A 711k #4 -

XERHUE CTxO0uts. e, O BAFPOLRAESAT RO ST OB T BN E IR AL A rh gt AT
o AT B HdiE 2 75 3245

6) The UTXO (chainstate leveldb)

A PIMIARRIES] 3 AN (01, 02, 03)MIZLs Tl. (EXLHHH, P01, 02) Z2EH Nz
JERES T2 [N o EAREIRSHRZ CCoins GRIRH A S Coin) K CCoinsView(Coin il FE AR
&). CoinsView HJLMMEH . I Coin HHEE (coins. dat) SCHRFAVHE, SCRIAAEMIHE, DARAE IS
L4 1 HE . FetchlInputs, ConnectInputs, ConnectBlock, DisconnectBlock, ... ¥ 7E 7F % i#
CoinsView [iZ1T. Block Sweing Logic fEId AR B F 102 /i, o748 B8 = U7 HHs e Vi g, AA A B
—[J Cache CoinsView. IXEWRE, A& A SLFR AL B H BN SRR P L, BAA L4 LevelDB
—FESCFFAS Gy, (BB T ) HARE S 22 2 1 i 46
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Key-value pairs (chainstate levelDB ] lecode 1F)

"¢’ + 32-byte transaction hash —> RFEHIIZ ZHiH lecode. X lecode f&F/NTEREH D —IAK
MBS E. & lecode 47 FHIANE

LI IR

T A& coin base

CHZ X YeE

T& 5 5 R A 2 4T o

scriptPubKey M AdH % &

* K% X X ¥

'B' -> 32-byte block hash : /2 7~ AR A FH Eid Pe 158 & th 1 DX B o) o

— B HE A7 BURC 2

X UTX0 #3EFEHY) Access tb Block Index FENNE 4. FEPERE A, ‘&8 1+ /i X H, A LIHATH
FIS AT JURD B N R AR . 7R UTXO Hdf e b, 75 BEXTE X BB & I BN 28 5 B N B S T A 2
&, FEAREIEL KN CCoins (FAAHEAT) M CCoinsView (BB EIRE) . 7E CoinsView HJLA
I BIRFE (coins. dat) SCRFIIME, SCREIAAREABAOME, DLAAE LRI ERIHE.  CoinsView MIZE&E
AR

HE

K e

pCoinsTip (HKHEELHE 22 2 FF AL 4)

TR T I S (YIS pCoinsTip BHAT & W IHs A, 52 X k1 )

23 A FE B FE SR M memory pool B CoinsView, CLASS BEFRr (Hd2RAD T,

CCoinsView (abstract class)

/ Vi / View
ewDB Backed
(database) / /

ViewMempool ViewCache

AER A BT E B A

o TR FLALE N, AR A Coin(HaveCoins), 513k Coin(GetCoins)& )5 12

* 7f ViewDB H 5 LevelDB M HAEH HI1HS .

* £ ViewBacked A = F HAhHF 1 pointer.  KIHLAKHE UTXO £ 285 i AR T (AR AS) T U2 S RF"
* 7£ ViewCache & Il 4:(a map of Coins).

* ViewMempool 2% mempool 5 ViewMempool Bt &Lk .

S EE IR A AR B bE

Database



/ /

MemPool  Blockchain cache (pcoinsTip)
View/Cache /

Validation cache

N RS E L K .
B
B ) 3] w0 B8 / Hif
) ) 1418/ chainstate LevelDB S i3 E 1 UTX0. 5] M, H Flush %f
DB view ViewDB N/A LevelDB (UASE #15. (init. cpp)
pCoinsTip R N . . .
. A & SEEEBES tip 19 UTX0 B3, sk flush Bl
il . .
;]gﬁ%‘%bu ViewCache DB view view. G, o)
X T ) 75 i £ T ConnectTip, DisconnectTip W
ﬁggﬁ ViewCache | pCoinsTip | MbH M 2AFX LN, Bkt UTX0 BRIMEESRT. & XIE &IIE,
s M4 flush N peoinsTipe #XHRMES, BLE 2w MHER.
( main. cpp : CCoinsViewCache Views (pcoinsTip))
IXFARIEHE mempool FrHlview . WELEUL, BEWEE D] UTX0 EIEA
mempool o
HHMRKIE” (zero—confirmation) "28 5 28 B4 1A Bt (C
Mempool ‘ | BEERARUEIVFEIIY, , mempool AEXfpcoinsTip REMEHEAT AT EL A AL
g ViewMemPool | pCoinsTip
view A, )
R FT4S 7 1%\ mempool (HFKAZ UL, “zero—conf”) 8¢ blockchain [
utxo set ( “confirmed.”)
KEMRANER S EEEIER T EA LERARY Views.
(main. cpp M) AcceptToMemoryPool 4G %G HAE])
Mempool ] Mempool T mempool HIEL4. B4, 8 backand ¥5E N mempool view.
cache ViewCache view ( main.cpp [ AcceptToMemoryPool 45 &3 [a])

KT Ml R A AE init. cpp REEATAIAAML, (AR AR
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pcoinsdbview = new CCoinsViewDB(nCoinDBCache, false, fReindex);
pcoinscatcher = new CCoinsViewErrorCatcher(pcoinsdbview); pcoin

sTip = new CCoinsViewCache(pcoinscatcher);

ARG S TE Level DB #J4fft CoinsViewDB 5 3 846 . 2 JE AR & UG 10 327 i 1k SRS I 4
pCoinsTip J& M & & £t PR AT 8513

coins. cpp HJ FetchCoins BRI FE RS fan el 4 FH B 4 A B 26 i 4 1 24 o

CCoinsMap:iiterator it = cacheCoins.find(txid);
if (it '= cacheCoins.end())
return it;
CCoins tmp;
if (Ibase->GetCoins(txid, tmp))

return cacheCoins.end();
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CCoinsMap:iterator ret = cacheCoins.insert(std::make_pair(txid, CCoinsCacheEntry())).first;
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IIINode Algorithm
1. Seednode
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division
from base64 import b32decode
from binascii import a2b_hex
import sys, os

import re

# ipv4 in ipv6 prefix
pchIPv4 = bytearray([0, 0, ©, 0, 0, 0, 0, 0, 0, 0, oxff, oxff])
# tor-specific ipv6 prefix

pchOnionCat = bytearray([0xFD,0x87,0xD8,0x7E,0xEB,0x43])

def name_to_ipvé6(addr):
if len(addr)>6 and addr.endswith('.onion'):
vchAddr = b32decode(addr[0:-6], True)
if len(vchAddr) != 16-len(pchOnionCat):
raise ValueError('Invalid onion %s' % s)
return pchOnionCat + vchAddr
elif '.' in addr: # IPv4
return pchIPv4 + bytearray((int(x) for x in addr.split('.')))
elif ":' in addr: # IPv6
sub = [[], []] # prefix, suffix
X =0
addr = addr.split(':")
for i,comp in enumerate(addr):
if comp == "':
if i == @ or 1 == (len(addr)-1): # skip empty component
at beginning or end
continue
X += 1 # :: skips to suffix
assert(x < 2)
else: # two bytes per component
val = int(comp, 16)
sub[x].append(val >> 8)
sub[x].append(val & oxff)
nullbytes = 16 - len(sub[@]) - len(sub[1])
assert((x == 0 and nullbytes == @) or (x == 1 and nullbytes > 0))
return bytearray(sub[@] + ([@] * nullbytes) + sub[1])
elif addr.startswith('ex'): # IPv4-in-little-endian
return pchIPv4 + bytearray(reversed(a2b_hex(addr[2:])))

else:

raise ValueError('Could not parse address %s' % addr)

def parse_spec(s, defaultport):
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match = re.match('\[([0-9a-fA-F:]+)\](?::([0-9]+))?%"', s)
if match: # ipvé
host

match.group(1)
port = match.group(2)
else:

(host,_,port) = s.partition(':")

if not port:
port = defaultport
else:

port = int(port)

host = name_to_ipv6(host)

return (host,port)

def process_nodes(g, f, structname, defaultport):
g.write('static SeedSpec6 %s[] = {\n' % structname)
first = True
for line in f:
comment = line.find('#")
if comment != -1:
line = line[©@:comment]
line = line.strip()
if not line:
continue
if not first:
g.write(',\n")

first = False

(host,port) = parse_spec(line, defaultport)

hoststr = ',"'.join(('@x%02x" % b) for b in host)

g.write(' {{%s}, %i}"' % (hoststr, port))
g.write('\n};\n")

def main():
if len(sys.argv)<2:
print(('Usage: %s <path_to_nodes_txt>' % sys.argv[@0]),
file=sys.stderr)
exit(1)
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g = sys.stdout

indir = sys.argv[1]

.write('#ifndef FACTOR_CHAINPARAMSSEEDS H\n')

.write('#define FACTOR_CHAINPARAMSSEEDS_H\n')

write('/**\n")

.write(' * List of fixed seed nodes for the factor network\n')
.write(' * AUTOGENERATED by share/seeds/generate-seeds.py\n')

write(" *\n")

@ @ 09 0a 0 0a 09

.write("' * Each line contains a 16-byte IPv6 address and a port.\n')
g.write(' * IPv4 as well as onion addresses are wrapped inside a IPv6
address accordingly.\n")
g.write(' */\n")
with open(os.path.join(indir, 'nodes_main.txt'),'r"') as f:
process_nodes(g, f, 'pnSeed6_main', 1993)
g.write('\n")
with open(os.path.join(indir, 'nodes_test.txt'),'r') as f:
process_nodes(g, f, 'pnSeed6_test', 11993)
g.write('#endif // FACTOR_CHAINPARAMSSEEDS H\n')

if __ _name___=='_main__":

- Seednode

NSEEDS=5
12

MAX_SEEDS_PER_ASN=2

MIN_BLOCKS = 200000

# These are hosts that have been observed to be behaving strangely (e.g.
# aggressively connecting to every node).
SUSPICIOUS_HOSTS = set([

"10.0.0.1", "127.0.0.1”

D

import re
import sys
import dns.resolver
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PATTERN_IPV4 =

re.compile(r"~((\d{1,3})\.(\d{1,3})\. (\d{1,3})\.(\d{1,3})):1993%")
PATTERN_AGENT =
re.compile(r"~(\/Satoshi:0.8.6\/|\/Satoshi:0.9.(2|3)\/|\/Core:0.1(0|1|2).\d{1,2
Fo\d{1,2}\/)$")

def parseline(line):
sline = line.split()
if len(sline) < 11:
return None
# Match only IPv4
m = PATTERN_IPV4.match(sline[0])
if m is None:
return None
# Do IPv4 sanity check
ip =90
for i in range(0,4):
if int(m.group(i+2)) < @ or int(m.group(i+2)) > 255:
return None
ip = ip + (int(m.group(i+2)) << (8*(3-1)))
if ip == 0:
return None
# Skip bad results.
if sline[1] == @:
return None
# Extract uptime %.
uptime30 = float(sline[7][:-1])
# Extract Unix timestamp of last success.
lastsuccess = int(sline[2])
# Extract protocol version.
version = int(sline[10])
# Extract user agent.
agent = sline[11][1:-1]
# Extract service flags.
service = int(sline[9], 16)
# Extract blocks.
blocks = int(sline[8])
# Construct result.
return {
"ip': m.group(1),
"ipnum': ip,
'uptime': uptime30,
'lastsuccess': lastsuccess,

'version': version,
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'agent': agent,
'service': service,
'blocks': blocks,

# Based on Greg Maxwell's seed_filter.py
def filterbyasn(ips, max_per_asn, max_total):
result = []
asn_count = {}
for ip in ips:
if len(result) == max_total:
break
try:
asn = int([x.to_text() for x in
dns.resolver.query('."'.join(reversed(ip['ip'].split("'."))) +
'.origin.asn.cymru.com",
"TXT').response.answer][0].split("\"")[1].split(" ")[@])
if asn not in asn_count:
asn_count[asn] = ©
if asn_count[asn] == max_per_asn:
continue
asn_count[asn] += 1
result.append(ip)
except:
sys.stderr.write('ERR: Could not resolve ASN for "' + ip['ip'] +
"\n")

return result

def main():
lines = sys.stdin.readlines()
ips = [parseline(line) for line in lines]
# Skip entries with valid IPv4 address.
ips = [ip for ip in ips if ip is not None]
# Skip entries from suspicious hosts.
ips = [ip for ip in ips if ip['ip'] not in SUSPICIOUS HOSTS]
# Enforce minimal number of blocks.
ips = [ip for ip in ips if ip['blocks'] >= MIN_BLOCKS]
# Require service bit 1.
ips = [ip for ip in ips if (ip['service'] & 1) == 1]
# Require at least 50% 30-day uptime.
ips = [ip for ip in ips if ip['uptime'] > 50]
# Require a known and recent user agent.
ips = [ip for ip in ips if PATTERN_AGENT.match(ip['agent'])]

# Sort by availability (and use last success as tie breaker)
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ips.sort(key=lambda x: (x['uptime'], x['lastsuccess'], x['ip']),
reverse=True)

# Look up ASNs and limit results, both per ASN and globally.

ips = filterbyasn(ips, MAX_SEEDS_PER_ASN, NSEEDS)

# Sort the results by IP address (for deterministic output).

ips.sort(key=lambda x: (x['ipnum']))

for ip in ips:

print ip['ip']

if  name__ == "' _main__': main()
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2. Masternode

Masternode REAE POS (poorf of stake), POW (poorf of
work) [IRFIE, RREMELS T RN 1 RSt MX Masternode System
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Bitcoin-type network Masternode network
- All full nodes - Paid for service by the network
- Voluntary, unpaid - Masternodes connected to each other asa 279 tier
- Little control of hardware used - Dedicated hardware that is always available
- As transaction volume goes up, capacity goes down - Capacity goes up astransaction volume goesup
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map<uint256, int> mapSeenMasternodeScanningErrors;
// cache block hashes as we calculate them

std::map<int64_t, uint256> mapCacheBlockHashes;

//Get the last hash that matches the modulus given. Processed in reverse order
bool GetBlockHash(uint256& hash, int nBlockHeight)

{
if (chainActive.Tip() == NULL) return false;

if(nBlockHeight == 0)
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nBlockHeight = chainActive.Tip()->nHeight;

if(mapCacheBlockHashes.count(nBlockHeight)){
hash = mapCacheBlockHashes[nBlockHeight];

return true;

const CBlockIndex *BlockLastSolved = chainActive.Tip();
const CBlockIndex *BlockReading = chainActive.Tip();

if (BlockLastSolved == NULL || BlockLastSolved->nHeight == ©
|| chainActive.Tip()->nHeight+1 < nBlockHeight) return false;

int nBlocksAgo = 0;
if(nBlockHeight > @) nBlocksAgo = (chainActive.Tip()->nHeight+1)-nBlockHeight;
assert(nBlocksAgo >= 0);

int n = 9;
for (unsigned int i = 1; BlockReading && BlockReading->nHeight > 0; i++) {
if(n >= nBlocksAgo){
hash = BlockReading->GetBlockHash();
mapCacheBlockHashes[nBlockHeight] = hash;

return true;

n++;

if (BlockReading->pprev == NULL) { assert(BlockReading); break; }
BlockReading = BlockReading->pprev;

return false;

CMasternode: :CMasternode()
{

LOCK(cs);

vin = CTxIn();

addr = CService();
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pubkey = CPubKey();

pubkey2 = CPubKey();

sig = std::vector<unsigned char>();
activeState = MASTERNODE_ENABLED;
sigTime = GetAdjustedTime();
lastPing = CMasternodePing();
cacheInputAge = 0;
cacheInputAgeBlock = 0;

unitTest = false;

allowFreeTx = true;

protocolVersion = PROTOCOL_VERSION;
nLastDsq = 0;

nScanningErrorCount = 0;
nLastScanningErrorBlockHeight = 0;
lastTimeChecked = 9;

CMasternode: :CMasternode(const CMasternode& other)
{
LOCK(cs);
vin = other.vin;
addr = other.addr;
pubkey = other.pubkey;
pubkey2 = other.pubkey2;
sig = other.sig;
activeState = other.activeState;
sigTime = other.sigTime;
lastPing = other.lastPing;
cacheInputAge = other.cachelInputAge;
cacheInputAgeBlock = other.cacheInputAgeBlock;
unitTest = other.unitTest;
allowFreeTx = other.allowFreeTx;
protocolVersion = other.protocolVersion;
nLastDsq = other.nlLastDsq;
nScanningErrorCount = other.nScanningErrorCount;
nLastScanningErrorBlockHeight = other.nLastScanningErrorBlockHeight;
lastTimeChecked = 9;

CMasternode: :CMasternode(const CMasternodeBroadcast& mnb)
{

LOCK(cs);

vin = mnb.vin;

addr = mnb.addr;
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pubkey = mnb.pubkey;

pubkey2 = mnb.pubkey2;

sig = mnb.sig;

activeState = MASTERNODE_ENABLED;
sigTime = mnb.sigTime;

lastPing = mnb.lastPing;
cacheInputAge = 0;
cacheInputAgeBlock = 0;

unitTest = false;

allowFreeTx = true;
protocolVersion = mnb.protocolVersion;
nLastDsq = mnb.nLastDsq;
nScanningErrorCount = 0;
nLastScanningErrorBlockHeight = 0;
lastTimeChecked = 9;

//
// When a new masternode broadcast is sent, update our information
//
bool CMasternode: :UpdateFromNewBroadcast(CMasternodeBroadcast& mnb)
{
if(mnb.sigTime > sigTime) {
pubkey2 = mnb.pubkey2;
sigTime = mnb.sigTime;
sig = mnb.sig;
protocolVersion = mnb.protocolVersion;
addr = mnb.addr;
lastTimeChecked
int nDoS = 0;

9;

if(mnb.lastPing == CMasternodePing() || (mnb.lastPing != CMasternodePing()
&& mnb.lastPing.CheckAndUpdate(nDoS, false))) {
lastPing = mnb.lastPing;

mnodeman.mapSeenMasternodePing.insert(make_pair(lastPing.GetHash(),

lastPing));
}
return true;
}
return false;
¥
//

// Deterministically calculate a given "score" for a Masternode depending on how
close it's hash is to
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// the proof of work for that block. The further away they are the better,
furthest will win the election

// and get paid this block

//

uint256 CMasternode::CalculateScore(int mod, int64_t nBlockHeight)

{
if(chainActive.Tip() == NULL) return o;

uint256 hash = 9;

uint256 aux = vin.prevout.hash + vin.prevout.n;

if(!GetBlockHash(hash, nBlockHeight)) {
LogPrintf("CalculateScore ERROR - nHeight %d - Returned ©\n",
nBlockHeight);

return 0;

CHashWriter ss(SER_GETHASH, PROTOCOL_VERSION);
ss << hash;
uint256 hash2 = ss.GetHash();

CHashWriter ss2(SER_GETHASH, PROTOCOL_VERSION);
ss2 << hash;

SS2 << aux;

uint256 hash3 = ss2.GetHash();

uint256 r = (hash3 > hash2 ? hash3 - hash2 : hash2 - hash3);

return r;

void CMasternode: :Check(bool forceCheck)

{
if(ShutdownRequested()) return;

if(!forceCheck &% (GetTime() - lastTimeChecked <
MASTERNODE_CHECK_SECONDS)) return;
lastTimeChecked = GetTime();
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//once spent, stop doing the checks
if(activeState == MASTERNODE_VIN_SPENT) return;

if(!IsPingedWithin(MASTERNODE_REMOVAL_SECONDS)){
activeState = MASTERNODE_REMOVE;

return;

if(1IsPingedWithin(MASTERNODE_EXPIRATION_SECONDS)){
activeState = MASTERNODE_EXPIRED;

return;

if(lunitTest){
CValidationState state;
CMutableTransaction tx = CMutableTransaction();
CTxOut vout = CTxOut(999.99*COIN, darkSendPool.collateralPubKey);
tx.vin.push_back(vin);

tx.vout.push_back(vout);

{
TRY_LOCK(cs_main, lockMain);
if(!lockMain) return;
if(!AcceptableInputs(mempool, state, CTransaction(tx), false, NULL)){
activeState = MASTERNODE_VIN_SPENT;
return;
}
}

activeState = MASTERNODE_ENABLED; // OK
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int64_t CMasternode::SecondsSincePayment() {
CScript pubkeyScript;
pubkeyScript = GetScriptForDestination(pubkey.GetID());

int64_t sec = (GetAdjustedTime() - GetLastPaid());
int64_t month = 60*60*24%*30;

if(sec < month) return sec; //if it's less than 30 days, give seconds

CHashWriter ss(SER_GETHASH, PROTOCOL_VERSION);
Ss << vin;

ss << sigTime;

uint256 hash = ss.GetHash();

// return some deterministic value for unknown/unpaid but force it to be
more than 30 days old

return month + hash.GetCompact(false);

int64_t CMasternode::GetlLastPaid() {
CBlockIndex* pindexPrev = chainActive.Tip();

if(pindexPrev == NULL) return false;

CScript mnpayee;

mnpayee = GetScriptForDestination(pubkey.GetID());

CHashWriter ss(SER_GETHASH, PROTOCOL_VERSION);
SS << vin;

ss << sigTime;

uint256 hash = ss.GetHash();

// use a deterministic offset to break a tie -- 2.5 minutes
int64_t nOffset = hash.GetCompact(false) % 150;

if (chainActive.Tip() == NULL) return false;
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const CBlockIndex *BlockReading = chainActive.Tip();

int nMnCount = mnodeman.CountEnabled()*1.25;

int n = 9;

for (unsigned int i = 1; BlockReading && BlockReading->nHeight > 0; i++) {
if(n >= nMnCount){

return 0;

n++;

if(masternodePayments.mapMasternodeBlocks.count(BlockReading->nHeight)){
/*
Search for this payee, with at least 2 votes. This will aid in
consensus allowing the network
to converge on the same payees quickly, then keep the same
schedule.
*/
if(masternodePayments.mapMasternodeBlocks[BlockReading-
>nHeight].HasPayeeWithVotes(mnpayee, 2)){

return BlockReading->nTime + nOffset;

if (BlockReading->pprev == NULL) { assert(BlockReading); break; }
BlockReading = BlockReading->pprev;

return 0;

CMasternodeBroadcast: :CMasternodeBroadcast()
{
vin = CTxIn();
addr = CService();
pubkey = CPubKey();
pubkey2 = CPubKey();
sig = std::vector<unsigned char>();
activeState = MASTERNODE_ENABLED;
sigTime = GetAdjustedTime();
lastPing = CMasternodePing();
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CMasternodeBroadcast: :CMasternodeBroadcast(CService newAddr, CTxIn

cacheInputAge = 0;
cacheInputAgeBlock = 0;

unitTest = false;

allowFreeTx = true;

protocolVersion = PROTOCOL_VERSION;
nLastDsq = 0;

nScanningErrorCount = 0;

nLastScanningErrorBlockHeight = 0;

CPubKey newPubkey, CPubKey newPubkey2, int protocolVersionIn)

{

vin = newVin;

addr = newAddr;

pubkey = newPubkey;

pubkey2 = newPubkey2;

sig = std::vector<unsigned char>();
activeState = MASTERNODE_ENABLED;
sigTime = GetAdjustedTime();
lastPing = CMasternodePing();
cacheInputAge = 0;
cacheInputAgeBlock = 0;

unitTest = false;

allowFreeTx = true;

protocolVersion = protocolVersionln;
nLastDsq = 0;

nScanningErrorCount = 0;

nLastScanningErrorBlockHeight = 0;

CMasternodeBroadcast: :CMasternodeBroadcast(const

{

vin = mn.vin;

addr = mn.addr;

pubkey = mn.pubkey;

pubkey2 = mn.pubkey2;

sig = mn.sig;

activeState = mn.activeState;
sigTime = mn.sigTime;

lastPing = mn.lastPing;
cacheInputAge = mn.cacheInputAge;
cacheInputAgeBlock = mn.cacheInputAgeBlock;
unitTest = mn.unitTest;

CMasternode& mn)

newVin,
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allowFreeTx = mn.allowFreeTx;

protocolVersion = mn.protocolVersion;
nLastDsq = mn.nLastDsq;

nScanningErrorCount = mn.nScanningErrorCount;

nLastScanningErrorBlockHeight = mn.nLastScanningErrorBlockHeight;

bool CMasternodeBroadcast::CheckAndUpdate(int& nDos)

{

vin

vin

nDos = 0;

// make sure signature isn't in the future (past is OK)
if (sigTime > GetAdjustedTime() + 60 * 60) {

LogPrintf("mnb - Signature rejected, too far into the future %s\n",

.ToString());

nDos = 1;

return false;

if(protocolVersion < masternodePayments.GetMinMasternodePaymentsProto()) {

LogPrintf("mnb - ignoring outdated Masternode %s protocol version %d\n",

.ToString(), protocolVersion);

return false;

CScript pubkeyScript;
pubkeyScript = GetScriptForDestination(pubkey.GetID());

if(pubkeyScript.size() != 25) {
LogPrintf("mnb - pubkey the wrong size\n");
nDos = 100;

return false;

CScript pubkeyScript2;
pubkeyScript2 = GetScriptForDestination(pubkey2.GetID());

if(pubkeyScript2.size() != 25) {
LogPrintf("mnb - pubkey2 the wrong size\n");

116



nDos = 100;

return false;

if(!vin.scriptSig.empty()) {
LogPrintf("mnb - Ignore Not Empty ScriptSig %s\n",vin.ToString());

return false;

// incorrect ping or its sigTime
if(lastPing == CMasternodePing() || !lastPing.CheckAndUpdate(nDos, false,
true))

return false;

std::string strMessage;

nn

std::string errorMessage = H

if(protocolVersion < 70201) {
std::string vchPubKey(pubkey.begin(), pubkey.end());
std::string vchPubKey2(pubkey2.begin(), pubkey2.end());
strMessage = addr.ToString(false) +
boost::lexical_cast<std::string>(sigTime) +
vchPubKey + vchPubKey2 +
boost: :lexical_cast<std::string>(protocolVersion);

LogPrint("masternode”, "mnb - sanitized strMessage: %s, pubkey address:
%s, sig: %s\n",
SanitizeString(strMessage), CBitcoinAddress(pubkey.GetID()).ToString(),
EncodeBase64(&sig[0], sig.size()));

if(!darkSendSigner.VerifyMessage(pubkey, sig, strMessage, errorMessage)){
if (addr.ToString() != addr.ToString(false))
{
// maybe it's wrong format, try again with the old one
strMessage = addr.ToString() +
boost::lexical_cast<std::string>(sigTime) +
vchPubKey + vchPubKey2 +
boost::lexical_cast<std::string>(protocolVersion);
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LogPrint("masternode”, "mnb - sanitized strMessage: %s, pubkey
address: %s, sig: %s\n",
SanitizeString(strMessage),
CBitcoinAddress(pubkey.GetID()).ToString(),
EncodeBase64(&sig[0], sig.size()));

if(!darkSendSigner.VerifyMessage(pubkey, sig, strMessage,
errorMessage)){
// didn't work either
LogPrintf("mnb - Got bad Masternode address signature,
sanitized error: %s\n", SanitizeString(errorMessage));
// there is a bug in old MN signatures, ignore such MN but do
not ban the peer we got this from
return false;
}
} else {
// nope, sig is actually wrong
LogPrintf("mnb - Got bad Masternode address signature, sanitized
error: %s\n", SanitizeString(errorMessage));
// there is a bug in old MN signatures, ignore such MN but do not
ban the peer we got this from

return false;

}
} else {
strMessage = addr.ToString(false) +
boost::lexical_cast<std::string>(sigTime) +
pubkey.GetID().ToString() + pubkey2.GetID().ToString() +
boost::lexical_cast<std::string>(protocolVersion);

LogPrint("masternode”, "mnb - strMessage: %s, pubkey address:
%s, sig: %s\n",
strMessage, CBitcoinAddress(pubkey.GetID()).ToString(),
EncodeBase64(&sig[0], sig.size()));

if(!darkSendSigner.VerifyMessage(pubkey, sig, strMessage, errorMessage)){
LogPrintf("mnb - Got bad Masternode address signature, error: %s\n",
errorMessage);
nDos = 100;

return false;
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if(Params().NetworkID() == CBaseChainParams::MAIN) {
if(addr.GetPort() != 1993) return false;
} else if(addr.GetPort() == 1993) return false;

//search existing Masternode list, this is where we update existing

Masternodes with new mnb broadcasts

CMasternode* pmn = mnodeman.Find(vin);

// no such masternode, nothing to update

if(pmn == NULL) return true;

// this broadcast is older or equal than the one that we already have -
it's bad and should never happen

// unless someone is doing something fishy

// (mapSeenMasternodeBroadcast in CMasternodeMan::ProcessMessage should filter
legit duplicates)

if(pmn->sigTime >= sigTime) {

LogPrintf("CMasternodeBroadcast: :CheckAndUpdate - Bad sigTime %d for
Masternode %20s %105s (existing broadcast is at %d)\n",
sigTime, addr.ToString(), vin.ToString(), pmn->sigTime);

return false;

// masternode is not enabled yet/already, nothing to update
if(!pmn->IsEnabled()) return true;

// mn.pubkey = pubkey, IsVinAssociatedWithPubkey is validated once below,
//  after that they just need to match
if(pmn->pubkey == pubkey && !pmn-
>IsBroadcastedWithin (MASTERNODE_MIN_MNB_SECONDS)) {
//take the newest entry
LogPrintf("mnb - Got updated entry for %s\n", addr.ToString());
if(pmn->UpdateFromNewBroadcast ((*this))){
pmn->Check();
if(pmn->IsEnabled()) Relay();

}
masternodeSync.AddedMasternodeList(GetHash());
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return true;

bool CMasternodeBroadcast::CheckInputsAndAdd(int& nDoS)
{

// we are a masternode with the same vin (i.e. already activated) and this mnb
is ours (matches our Masternode privkey)

// so nothing to do here for us
if(fMasterNode && vin.prevout == activeMasternode.vin.prevout && pubkey2 ==

activeMasternode.pubKeyMasternode)

return true;

// incorrect ping or its sigTime
if(lastPing == CMasternodePing() || !lastPing.CheckAndUpdate(nDoS, false,
true))

return false;

// search existing Masternode list

CMasternode* pmn = mnodeman.Find(vin);

if(pmn != NULL) {
// nothing to do here if we already know about this masternode and it's
enabled
if(pmn->IsEnabled()) return true;
// if it's not enabled, remove old MN first and continue

else mnodeman.Remove(pmn->vin);

CValidationState state;

CMutableTransaction tx = CMutableTransaction();

CTxOut vout = CTxOut(999.99*COIN, darkSendPool.collateralPubKey);
tx.vin.push_back(vin);

tx.vout.push_back(vout);

TRY_LOCK(cs_main, lockMain);

if(!lockMain) {
// not mnb fault, let it to be checked again later
mnodeman.mapSeenMasternodeBroadcast.erase(GetHash());
masternodeSync.mapSeenSyncMNB. erase(GetHash());
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return false;

if(!AcceptableInputs(mempool, state, CTransaction(tx), false, NULL)) {
//set nDos
state.IsInvalid(nDoS);

return false;

LogPrint("masternode"”, "mnb - Accepted Masternode entry\n");

if(GetInputAge(vin) < MASTERNODE_MIN_CONFIRMATIONS){
LogPrintf("mnb - Input must have at least %d confirmations\n",
MASTERNODE_MIN_CONFIRMATIONS);
// maybe we miss few blocks, let this mnb to be checked again later
mnodeman.mapSeenMasternodeBroadcast.erase(GetHash());
masternodeSync.mapSeenSyncMNB.erase(GetHash());

return false;

// verify that sig time is legit in past
// should be at least not earlier than block when 1000 FACTOR tx got
MASTERNODE_MIN_CONFIRMATIONS
uint256 hashBlock = 0;
CTransaction tx2;
GetTransaction(vin.prevout.hash, tx2, hashBlock, true);
BlockMap: :iterator mi = mapBlockIndex.find(hashBlock);
if (mi != mapBlockIndex.end() && (*mi).second)
{
CBlockIndex* pMNIndex = (*mi).second; // block for 1000 FACTOR tx -> 1
confirmation
CBlockIndex* pConfIndex = chainActive[pMNIndex->nHeight +
MASTERNODE_MIN_CONFIRMATIONS - 1]; // block where tx
got MASTERNODE_MIN_CONFIRMATIONS
if(pConfIndex->GetBlockTime() > sigTime)
{
LogPrintf("mnb - Bad sigTime %d for Masternode %20s %105s (%i conf
block is at %d)\n",
sigTime, addr.ToString(), vin.ToString(),
MASTERNODE_MIN_CONFIRMATIONS, pConfIndex->GetBlockTime());

return false;
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LogPrintf("mnb - Got NEW Masternode entry - %s - %s - %s - %l1li

\n", GetHash().ToString(), addr.ToString(), vin.ToString(), sigTime);

CMasternode mn(*this);

mnodeman.Add(mn);

// if it matches our Masternode privkey, then we've been remotely activated

if(pubkey2 == activeMasternode.pubKeyMasternode && protocolVersion ==

PROTOCOL_VERSION){

activeMasternode.EnableHotColdMasterNode(vin, addr);

bool islLocal = addr.IsRFC1918() || addr.IsLocal();
if(Params().NetworkID() == CBaseChainParams::REGTEST) isLocal = false;

if(!isLocal) Relay();

return true;

void CMasternodeBroadcast: :Relay()

{

CInv inv(MSG_MASTERNODE_ANNOUNCE, GetHash());
RelayInv(inv);

bool CMasternodeBroadcast::Sign(CKey& keyCollateralAddress)

{

std::string errorMessage;

std::string vchPubKey(pubkey.begin(), pubkey.end());
std::string vchPubKey2(pubkey2.begin(), pubkey2.end());

sigTime = GetAdjustedTime();
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std::string strMessage = addr.ToString(false) +
boost::lexical_cast<std::string>(sigTime) + vchPubKey + vchPubKey2

+ boost::lexical_cast<std::string>(protocolVersion);

if(!darkSendSigner.SignMessage(strMessage, errorMessage, sig,
keyCollateralAddress)) {
LogPrintf("CMasternodeBroadcast::Sign() - Error: %s\n", errorMessage);

return false;

return true;

bool CMasternodeBroadcast::VerifySignature()

{

std::string errorMessage;

std::string vchPubKey(pubkey.begin(), pubkey.end());
std::string vchPubKey2(pubkey2.begin(), pubkey2.end());

std::string strMessage = addr.ToString() +
boost::lexical_cast<std::string>(sigTime) + vchPubKey + vchPubKey2

+ boost::lexical_cast<std::string>(protocolVersion);

if(!darkSendSigner.VerifyMessage(pubkey, sig, strMessage, errorMessage)) {
LogPrintf("CMasternodeBroadcast: :VerifySignature() - Error: %s\n",
errorMessage);

return false;

return true;

CMasternodePing: :CMasternodePing()
{

vin = CTxIn();

blockHash = uint256(0);
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sigTime = 0;

vchSig = std::vector<unsigned char>();

CMasternodePing: :CMasternodePing(CTxIn& newVin)

{
vin = newVin;
blockHash = chainActive[chainActive.Height() - 12]->GetBlockHash();
sigTime = GetAdjustedTime();
vchSig = std::vector<unsigned char>();
}

bool CMasternodePing::Sign(CKey& keyMasternode, CPubKey& pubKeyMasternode)
{

std::string errorMessage;

std::string strMasterNodeSignMessage;

sigTime = GetAdjustedTime();
std::string strMessage = vin.ToString() + blockHash.ToString() +

boost::lexical cast<std::string>(sigTime);

if(!darkSendSigner.SignMessage(strMessage, errorMessage,
vchSig, keyMasternode)) {
LogPrintf("CMasternodePing::Sign() - Error: %s\n", errorMessage);

return false;

if(!darkSendSigner.VerifyMessage(pubKeyMasternode, vchSig,
strMessage, errorMessage)) {
LogPrintf("CMasternodePing::Sign() - Error: %s\n", errorMessage);

return false;

return true;
}
bool CMasternodePing::VerifySignature(CPubKey& pubKeyMasternode, int &nDos) {

std::string strMessage = vin.ToString() + blockHash.ToString() +
boost::lexical_cast<std::string>(sigTime);
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std::string errorMessage = H

if(!darkSendSigner.VerifyMessage(pubKeyMasternode, vchSig,
strMessage, errorMessage))
{
LogPrintf("CMasternodePing: :VerifySignature - Got bad Masternode ping
signature %s Error: %s\n", vin.ToString(), errorMessage);
nDos = 33;
return false;

}

return true;

bool CMasternodePing::CheckAndUpdate(int& nDos, bool fRequireEnabled,
bool fCheckSigTimeOnly)
{
if (sigTime > GetAdjustedTime() + 60 * 60) {
LogPrintf("CMasternodePing: :CheckAndUpdate - Signature rejected, too far
into the future %s\n", vin.ToString());
nDos = 1;
return false;
}
if (sigTime <= GetAdjustedTime() - 60 * 60) {
LogPrintf("CMasternodePing: :CheckAndUpdate - Signature rejected, too far
into the past %s - %d %d \n", vin.ToString(), sigTime, GetAdjustedTime());
nDos = 1;
return false;
}
if(fCheckSigTimeOnly) {
CMasternode* pmn = mnodeman.Find(vin);
if(pmn) return VerifySignature(pmn->pubkey2, nDos);
return true;
}
LogPrint("masternode"”, "CMasternodePing::CheckAndUpdate - New Ping - %s - %s -
%11i\n", GetHash().ToString(), blockHash.ToString(), sigTime);
// see if we have this Masternode
CMasternode* pmn = mnodeman.Find(vin);
if(pmn !'= NULL && pmn->protocolVersion >=
masternodePayments.GetMinMasternodePaymentsProto())
{
if (fRequireEnabled && !pmn->IskEnabled()) return false;
// LogPrintf("mnping - Found corresponding mn for vin: %s\n",
vin.ToString());
// update only if there is no known ping for this masternode or

125



// last ping was more then MASTERNODE_MIN_MNP_SECONDS-60 ago comparing to
this one

if(!pmn->IsPingedWithin(MASTERNODE_MIN_MNP_SECONDS - 60, sigTime))
{

if(!VerifySignature(pmn->pubkey2, nDos))

return false;
BlockMap::iterator mi = mapBlockIndex.find(blockHash);
if (mi != mapBlockIndex.end() && (*mi).second)

{
if((*mi).second->nHeight < chainActive.Height() - 24)

{
LogPrintf("CMasternodePing: :CheckAndUpdate - Masternode %s
block hash %s is too old\n", vin.ToString(), blockHash.ToString());
// Do nothing here (no Masternode update, no mnping relay)
// Let this node to be visible but fail to accept mnping
return false;
}
} else {
if (fDebug) LogPrintf("CMasternodePing::CheckAndUpdate -
Masternode %s block hash %s is unknown\n", vin.ToString(), blockHash.ToString());
// maybe we stuck so we shouldn't ban this node, just fail to
accept it
// TODO: or should we also request this block?
return false;
}
pmn->lastPing = *this;
//mnodeman.mapSeenMasternodeBroadcast.lastPing is probably outdated, so
we'll update it
CMasternodeBroadcast mnb(*pmn);
uint256 hash = mnb.GetHash();
if(mnodeman.mapSeenMasternodeBroadcast.count(hash)) {
mnodeman.mapSeenMasternodeBroadcast[hash].lastPing = *this;
}
pmn->Check(true);
if(!pmn->IskEnabled()) return false;
LogPrint("masternode", "CMasternodePing::CheckAndUpdate - Masternode
ping accepted, vin: %s\n", vin.ToString());
Relay();
return true;
}
LogPrint("masternode”, "CMasternodePing::CheckAndUpdate - Masternode ping
arrived too early, vin: %s\n", vin.ToString());
//nDos = 1; //disable, this is happening frequently and causing banned
peers

return false;

126



LogPrint("masternode"”, "CMasternodePing::CheckAndUpdate - Couldn't find
compatible Masternode entry, vin: %s\n", vin.ToString());

return false;

}

void CMasternodePing: :Relay()

{
CInv inv(MSG_MASTERNODE_PING, GetHash());
RelayInv(inv);

}
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3. Mining node

Mining CRHE) Z 8 AANAEENonceft, FEMIXBEIIEE KL, T34 M E5RE LEFER [ Targe t /N1
X BRI AR P57 BR B RS AIE, AN R T8 2L R R Nonc e A4 RE - #R L IR i Tar ge t BN X Bk
BME . Mt t,

N FRIEF A RE, HNonce FIEMOIEINTA, B2 H I IR /R A Targe t B/ 45 RAE N IR ZERR &
AT T RAEAE TR REUSABAT J LI T o 1)l (0 1 R 55 0 B (5 B s &, B i &
Kifiminor, HENSARIT S 2 (1 FRE,  RENS AR T 5 2 ) AU AR R BAT S vt (1 mT BB R S ROBT IO X Bk . UL
TTEBORHERIE S, EREBITEZ TR, HBATEZ N TARN, 45 KK et e 2 i fe.
HHEAE5E PoW (Proof of work) I, ‘ERINIEE 2 TARKERIEH 45 T H 2 AMERT . v TIERKX
BEAR RS, AEIX B BAIX SRHead $04i D e 65 B Kt 50K DX R, 38 5 14k 05 92 R B IE B8 B 424,
BN DX BB v (R8T R A it o S T AR B SRV PR B4 2 A5 0 245 1) B AT 1Y s GV R R kX
o RAAEN TARERARAE KX, NSHARERKRER. AEAMMTHER Difiicul ty) Fik,
TRUERF1070 B AR B T2 X B SR IXBRBRA ) D7 I AL A I AR STk S 5 T i 225 R AT A& .

- Sourceftig

SRR E A I FE BRI . ver, prev block, mrkl root, time, bits, nonce

import hashlib

import struct

little_endian = lambda value: struct.pack('<L', value).hex()

reverse_order_pair = lambda value: " join([value[i - 2:i] for i in range(len(value), 0, -2)])

# 3125552 AMXHUYE R
# LU A5 B 2k 00000000000000001e8d6829a8a21adc5d38d0ad73b144b6765798e61F98bd1d £ I pli Tl
block_info = {
'hash': '00000000000000001e8d6829a8a21adc5d38d0a473b144b6765798e61f98bd1d",
‘ver': 1,
‘prev_block': '00000000000008a3a41b85b8b29ad444def299fee21793cd8b9e567eab02cd8T,
'mrkl_root": '2b12fcf1b09288fcaff797d71e950e71ae42b91e8bdb2304758dfcffc2b620e3’, 'tim
e" 1305998791,
‘bits": 440711666,
‘fee': 1000000,
‘nonce’: 2504433986,
}

convert block info = {}

# 1. ffAS, 18], bits, nonce {524 N incoding JEA  convert
block info[’ver’] = little endian(block infol[ ver’]) convert bl
ock infol time’] = little endian(block info[ time’]) convert bl
ock info[’bits’] = little endian(block info[ bits’ ]) convert bl
ock info[ ' nonce’] = little endian(block info[ nonce’])
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SH L

# 2. B2 RIX IS, merckleroute 45 RAEASE NAHF convert block infol prev
“block’] = reverse order pair(block info[ prev block’]) convert block info[’ mrk
1 root’ ] = reverse order pair(block info[ mrkl root’])

# 3 HH X header R (FFERZRINF)
header hex = convert block info[’ ver’ ] + convert block infol prev block’ ] + convert bloc
k info[’mrkl root’ ] + convert block info[  time’] + convert block infol bits’]

+ convert block infol nonce’ ]

# 4. KN binary B&
header bin = bytes. fromhex (header hex)

# 5. AN SHA 256 45 R H )y SHA 256 (34T 2 )
hash = hashlib. sha256 (hashlib. sha256 (header bin).digest()).digest()

# 6. i8] hash 459 E48TH R 16 HAL
result header hex = hash[::-1].hex()

# result : 00000000000000001e8d6829a8a21adc5d38d0a473b144b6765798¢61F98bd1d
# Ih

SEAT _F AR B B TR R T PAE X B BOIME . RAE 23 Nonce M O FF4EHEIN 1 N5 Target

A L e 2 I E N R — [ 2 i R B AT - 1R LI — R RIE 5, 35 Nonce N 2504433986 H,
MO B S5 SEA 00000000000000001e8d6829a8a21adc5d38d0a473b144b6765798¢61198bd1d. T H.
PR 51 A DU R A

ver, time, bits, nonce ;24 TE AN Little Endian JE&
prev_hash, mrkl_root @45 FAERE AMRIT G 16 HE, 2 48 BN AE RIT )
G5 header {58 CGEBSCFIME, XHA AT AR FF )
A F M header 15 B8 FH N binary B4
AR T Ny SHA256 TEASHI 45 R F AR T )y SHA256
18 5 5 RIS REs 545 16 HAL

- LAREWME S 7%

T Nonce IHIERA TAE, 5 bits $EmmIE A1 RS /NPTES RS (HA2TE bits FIFH$REAITT
BHETA A RS fla, EEERICEEVNE, RN 0. 1234%1075 87 0. 1234%10° (-5) . —JFF
TE2E B TR 12, 340 JJEHUF 2 0. 000001234 . IXIFAE 0. 1234 BRI %L, 58 -5 My $8%k. &
M. Little Endian 8/ bits /& fFFF001d, (HFHZEAH N Big Endian iH5N 1d00FFff.
Endian i85S 16 28, FrUAEAE4RRL 1d, 00, ff, ff. fEXH bits &FHE 1d B RIS,
00FFff & R ml 4.

W2, 1dZ&FE, 001 &n%. (AIEUSERTIAR/ NS 0., 288 0.0000ff . fEXHE  bi
ts BRI T HIEE 00 00£FFF%256 7 1d o JJ—38%ECN 01 K, 45 2567 1 /NS IR A TNRS B —),
BN 00. FEFF.

(¢ TEIX B FEEVEEM L 16 B3, FrUAAF 16 2 1 F2,
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0100ffff In the case
{01}=antilogarithm [00
1.[00][ff][ff]= mantissa

l00]-Loojtrm{r]

= [00].[00][ff][ff] x 256/[1d] = [00].[00][ff][ff] x 256”1

= [00].[ff][f]

[ 3] FH bits, #2[00]. [00][ff][ff]*256"1d [00]. [00] [ff][ff]*256 29

(3 1d JANF]  https://ko. calcuworld. com/%EC%88%98%ED%95%99/16%ECHAT%S4%EB%B2%95—
%EA%B3%BA%ECUB2%BO%EAUBE%RBO/  AFhy 10 B >k 29 () BN A MIFLE) 29 M. Ft
ELEFILET]) J5 26 IREAE [00] v BL. FEIX ARG, TN 28 A, FrLAfE S 1 28 AMERTIH H
K ushn 4 A~100]1# 001 [00] [00] [00] [££] [££]1[00]1[00],,[00] (32bytes) — (64 F). 45% bits /R~
FI%5 9 000000££0000. .. 00 (32bytes) — (64 ). AZH Nonce, f£ iR IKIHHIEEREZ XA

fE BB/ A A AT DARRDIE ] TAE

TAEAERE

T B A T AEIE B R R S X BB AG T 45 T U nonce . BT PiidBlock Hash#232bytesI%l
T, EORMBEREKESR, UM REE S bytes. AR BH BB S5 RAEAE0T 2552 7). 1l
R HREI 6 N T 12813, A4 /T 128 [ X HLBk 51 45 B H I A ME 2y 128/256, Fit L2 50% I MEZE o
IR XRG4 RALZ /N T 6411915, N64/256, Z25%HER, KA 3k Nonce.  7EIX HLASH ]

T, 128, 64X AME R &bits.

- MERR UL A A RO R
Block 1 Block 2 Block 3
Header Header Header
Hash Of Previous i Hash Of Previous ™ Hash Of Previous
Block Header Block Header Block Header
Merkle Root Merkle Root Moerkle Root
F A A
1 1 1
Block 1 Block 2 Block 3
Transactions Transactions Transactions
Simplified Bitcoin Block Chain
14

YR RUE: KEE, Tistory]
4 &K [3kE: Genier, brunch]
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https://ko.calcuworld.com/%EC%88%98%ED%95%99/16%EC%A7%84%EB%B2%95-%EA%B3%84%EC%82%B0%EA%B8%B0/
https://ko.calcuworld.com/%EC%88%98%ED%95%99/16%EC%A7%84%EB%B2%95-%EA%B3%84%EC%82%B0%EA%B8%B0/

1E X g E X iiE iy Version, Pre Block Hash, Merkle Hash, Timestamp, Bits, Nonce,
1EiX B F4Nonce  (HIFBIAZ S 1 %0t 3 HNoncefE I & LLIERAZE 548 R AR I B BE T 44k
TR,

BB HE Wallet BFHREFF 52 55 B2 44, ok BURHRR 72 2 T B T ALk 4 AN

BB TS HEREN BT broad casting, B BT AH < X HUBE RS F kP . APHERIE
BfE “REHINZ S pool” o 1X pool /ERFALH I M 48 RN B S . XMREHINIAE S8 A
M —ANEKET pool HHISCEE 1, 1M K 4342 —AS/INH 43 1] local pool HUEE T

BB WS R XA pool Tk AL S, EIRXMIBON X" XERIEA L fR T #82> meta %X
Pahh, WA T (I HARFIARISE )G . ITARIBER R B RSE 5 X . 2 4 R4 & W] DA A
H ORI XSRS RE—2 5

=B B ) AR AB WER B AEX . A XERBEAA R R IXBR /. FE3E 2 XERER
IAE 5 20T, RAB T INAZ 5 e 15 ] DAZ R X B IC SR PAT . AR AR R B E R B 70 1
W, WALHHER TRITRNE XS,

BB E: R G I B X T RAE R 5 X A SRARS N X HeE A 52 5 X Bl (BEAR LR AR i A7
KA R B 5 WAE), 1 56/ ZAE X B B2 (B AAEVAIE ) o %2544 R S I A R 455 5 (X B i A )
ARH IR RO T T ) o A DXCERER A AN (R AR 807, AT (10 R A1 2 B X A AT i s 1 [X e
[ A oAt [ AT A A X L i AR M e i e D T AR — B 1), 7 A P VE 20 5
REAJ(RIULAE AR Z L A0) . IX Y HCRAR, IR 2 MR P U I A AR

SBRMB: Hk, RENE G IZX R TR, Rz XML 745 HAb R broad casting.

BANYBL: HACRIEFIUAENK  broad casting IXHRIHHE ST, o T AR S B BIINZES 5
WhrRBm—E, T/ hashing FEHAEAREENE. WA EABEE, HAL MRSl e a7, If
X R A NI X ek, (22 MX PRUEEGE), I — SRR 1. &2 T TIE
f IR GE R MTHSERESD) o BUE AT BLHEX BU 2 XCEgEh, 7 i Mg A g s . HAEKX
BRI AZ By 5 A LI 2 B IAE B B AR A (52 5 P ) 58 4 — B, HLAR T Rl gt X B, A7 2152 5 5L
e

BT BB XEgRINEEES LS, B A e XA S 2 B I . IS X, H
Wik, RMZHEELE Block 502 1, WHRXHEEZ KN 507 XEREIE, MABKRELEZHTE 5 X
ik (507-502) o AU I LAt X B A, [X B #0235 28 5 B X BRERAE P 1) 4= 35858 B BH 41 2 38Tk ik
P, R RN . ZERANE 21, T L SR 7 A B g X EREE TN T 5 IR KB okZ, M
P2 Ay 3 o HIOUK ) R A PR BRAEG o Gn SR T A DX HRA N I B X B DU BT SR 0 0 HT R A
Sy, R = BEE TG . ANRERFAERIE (B MRIE AR A EE, ) Ry8 Rix e iy, nlfiskE
O AR X B ]
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RICA L4518 R B, SR (Miner) AT XA B 125 44, BRAIE, &40 AT X B A B AE HE BTk

MXblockchainffiMing nodefECPU, GPUJS ZUAI TR L, W53 &R v LLLEFF KA A, SZ RFGPURY) 22 .4 B ik
J7 R, AR B M CPURHT IR R 1 77 s L T 38 f 08 S E AR R B i % . Rk RS
S vk 77, 3K S RERS A ROINE AL B 4, BGAIE, b, X HR AR R, EL BT [X BB R AR () R %o B o
ELiORSRG AN

VN EEARDIE S5 R HI N .

class
COrphan
{
public:
const CTransaction* ptx;
set<uint256> setDependsOn;
CFeeRate feeRate;
double dPriority;

COrphan(const CTransaction* ptxIn) : ptx(ptxIn), feeRate(®), dPriority(9)
{
}

¥

uint64 t nlLastBlockTx = 0;
uint64_t nLastBlockSize = 0;

// We want to sort transactions by priority and fee rate, so:
typedef boost::tuple<double, CFeeRate, const CTransaction*> TxPriority;
class TxPriorityCompare

{
bool byFee;

public:
TxPriorityCompare(bool _byFee) : byFee(_byFee) { }

bool operator()(const TxPriority& a, const TxPriority& b)

{
if (byFee)
{
if (a.get<1>() == b.get<1>())
return a.get<0>() < b.get<0>();
return a.get<1>() < b.get<1>();
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else

{
if (a.get<0>() == b.get<0>())
return a.get<1>() < b.get<1>();
return a.get<0>() < b.get<0>();
}

}s

void UpdateTime(CBlockHeader* pblock, const CBlockIndex* pindexPrev)
{

pblock->nTime = std::max(pindexPrev->GetMedianTimePast()+1,
GetAdjustedTime());

// Updating time can change work required on testnet:
if (Params().AllowMinDifficultyBlocks())
pblock->nBits = GetNextWorkRequired(pindexPrev, pblock);

CBlockTemplate* CreateNewBlock(const CScript& scriptPubKeyIn)
{
// Create new block
auto_ptr<CBlockTemplate> pblocktemplate(new CBlockTemplate());
if(!pblocktemplate.get())
return NULL;
CBlock *pblock = &pblocktemplate->block; // pointer for convenience

// -regtest only: allow overriding block.nVersion with
// -blockversion=N to test forking scenarios
if (Params().MineBlocksOnDemand())

pblock->nVersion = GetArg("-blockversion", pblock->nVersion);

// Create coinbase tx
CMutableTransaction txNew;
txNew.vin.resize(1);
txNew.vin[@].prevout.SetNull();
txNew.vout.resize(1);

txNew.vout[@].scriptPubKey = scriptPubKeyIn;

// Largest block you're willing to create:
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unsigned int nBlockMaxSize = GetArg("-blockmaxsize", DEFAULT_BLOCK_MAX_SIZE);
// Limit to betweeen 1K and MAX_BLOCK_SIZE-1K for sanity:
nBlockMaxSize = std::max((unsigned int)1000, std::min((unsigned

int) (MAX_BLOCK_SIZE-1000), nBlockMaxSize));

// How much of the block should be dedicated to high-priority transactions,

// included regardless of the fees they pay

unsigned int nBlockPrioritySize = GetArg("-blockprioritysize",
DEFAULT_BLOCK_PRIORITY_SIZE);

nBlockPrioritySize = std::min(nBlockMaxSize, nBlockPrioritySize);

// Minimum block size you want to create; block will be filled with
free transactions
// until there are no more or the block reaches this size:
unsigned int nBlockMinSize = GetArg("-blockminsize", DEFAULT_BLOCK_MIN_SIZE);

nBlockMinSize = std::min(nBlockMaxSize, nBlockMinSize);

// Collect memory pool transactions into the block

CAmount nFees = @;

LOCK2(cs_main, mempool.cs);

CBlockIndex* pindexPrev = chainActive.Tip();
const int nHeight = pindexPrev->nHeight + 1;

CCoinsViewCache view(pcoinsTip);

// Add our coinbase tx as first transaction
pblock->vtx.push_back(txNew);
pblocktemplate->vTxFees.push_back(-1); // updated at end
pblocktemplate->vTxSigOps.push_back(-1); // updated at end

// Priority order to process transactions
list<COrphan> vOrphan; // list memory doesn't move
map<uint256, vector<COrphan*> > mapDependers;

bool fPrintPriority = GetBoolArg("-printpriority", false);

// This vector will be sorted into a priority queue:
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vector<TxPriority> vecPriority;
vecPriority.reserve(mempool.mapTx.size());

for (map<uint256, CTxMemPoolEntry>::iterator mi = mempool.mapTx.begin();

mi !'= mempool.mapTx.end(); ++mi)
{
const CTransaction& tx = mi->second.GetTx();
if (tx.IsCoinBase() || !IsFinalTx(tx, nHeight))
continue;

COrphan* porphan = NULL;
double dPriority =
CAmount nTotalIn =

| |
o o
e .

bool fMissingInputs = false;
BOOST_FOREACH(const CTxIn& txin, tx.vin)
{
// Read prev transaction
if (!view.HaveCoins(txin.prevout.hash))
{
// This should never happen; all transactions in the memory
// pool should connect to either transactions in the chain
// or other transactions in the memory pool.

if (!mempool.mapTx.count(txin.prevout.hash))

{
LogPrintf("ERROR: mempool transaction missing input\n");
if (fDebug) assert("mempool transaction missing input" ==
0);
fMissingInputs = true;
if (porphan)
vOrphan.pop_back();
break;
}

// Has to wait for dependencies

if (!porphan)

{
// Use list for automatic deletion
vOrphan.push_back(COrphan(&tx));
porphan = &vOrphan.back();

}

mapDependers[txin.prevout.hash].push_back(porphan);

porphan->setDependsOn.insert(txin.prevout.hash);

nTotalln +=
mempool.mapTx[txin.prevout.hash].GetTx().vout[txin.prevout.n].nValue;

continue;
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}

const CCoins* coins = view.AccessCoins(txin.prevout.hash);

assert(coins);

CAmount nValueIn = coins->vout[txin.prevout.n].nValue;

nTotalIn += nValueln;

int nConf = nHeight - coins->nHeight;

dPriority += (double)nValueIn * nConf;

}

if (fMissingInputs) continue;

// Priority is sum(valuein * age) / modified_txsize
unsigned int nTxSize = ::GetSerializeSize(tx, SER_NETWORK,
PROTOCOL_VERSION);

dPriority = tx.ComputePriority(dPriority, nTxSize);

uint256 hash = tx.GetHash();
mempool.ApplyDeltas(hash, dPriority, nTotalIn);

CFeeRate feeRate(nTotalIn-tx.GetValueOut(), nTxSize);

if (porphan)

{
porphan->dPriority = dPriority;
porphan->feeRate = feeRate;

}

else

vecPriority.push_back(TxPriority(dPriority, feeRate, &mi-
>second.GetTx()));

}

// Collect transactions into block

uint64_t nBlockSize = 1000;

uint64_t nBlockTx = 0;

int nBlockSigOps = 100;

bool fSortedByFee = (nBlockPrioritySize <= 0);
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TxPriorityCompare comparer(fSortedByFee);

std: :make_heap(vecPriority.begin(), vecPriority.end(), comparer);

while (!vecPriority.empty())

{
// Take highest priority transaction off the priority queue:
double dPriority = vecPriority.front().get<0>();
CFeeRate feeRate = vecPriority.front().get<1>();

const CTransaction& tx = *(vecPriority.front().get<2>());

std: :pop_heap(vecPriority.begin(), vecPriority.end(), comparer);

vecPriority.pop_back();

// Size limits

unsigned int nTxSize = ::GetSerializeSize(tx, SER_NETWORK,
PROTOCOL_VERSION);

if (nBlockSize + nTxSize >= nBlockMaxSize)

continue;

// Legacy limits on sigOps:
unsigned int nTxSigOps = GetLegacySigOpCount(tx);
if (nBlockSigOps + nTxSigOps >= MAX_BLOCK_SIGOPS)

continue;

// Skip free transactions if we're past the minimum block size:

const uint256& hash = tx.GetHash();

double dPriorityDelta = 0;

CAmount nFeeDelta = 9;

mempool.ApplyDeltas(hash, dPriorityDelta, nFeeDelta);

if (fSortedByFee && (dPriorityDelta <= @) && (nFeeDelta <= 0) &&
(feeRate < ::minRelayTxFee) && (nBlockSize + nTxSize >= nBlockMinSize))

continue;

// Prioritise by fee once past the priority size or we run out
of high-priority
// transactions:
if (!fSortedByFee &&
((nBlockSize + nTxSize >= nBlockPrioritySize)
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|| !'AllowFree(dPriority)))

{

fSortedByFee = true;

comparer = TxPriorityCompare(fSortedByFee);

std: :make_heap(vecPriority.begin(), vecPriority.end(), comparer);
}

if (!view.HaveInputs(tx))

continue;

CAmount nTxFees = view.GetValueIn(tx)-tx.GetValueOut();

nTxSigOps += GetP2SHSigOpCount(tx, view);
if (nBlockSigOps + nTxSigOps >= MAX_BLOCK_SIGOPS)

continue;

// Note that flags: we don't want to set mempool/IsStandard()

// policy here, but we still have to ensure that the block we

// create only contains transactions that are valid in new blocks.

CValidationState state;

if (!CheckInputs(tx, state, view, true,
MANDATORY_SCRIPT_VERIFY_FLAGS, true))

continue;

CTxUndo txundo;

UpdateCoins(tx, state, view, txundo, nHeight);

// Added

pblock->vtx.push_back(tx);
pblocktemplate->vTxFees.push_back(nTxFees);
pblocktemplate->vTxSigOps.push_back(nTxSigOps);
nBlockSize += nTxSize;

++nBlockTx;

nBlockSigOps += nTxSigOps;

nFees += nTxFees;

if (fPrintPriority)
{
LogPrintf("priority %.1f fee %s txid %s\n",
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dPriority, feeRate.ToString(), tx.GetHash().ToString());

// Add transactions that depend on this one to the priority queue
if (mapDependers.count(hash))
{

BOOST_FOREACH(COrphan* porphan, mapDependers[hash])

{
if (!porphan->setDependsOn.empty())

{
porphan->setDependsOn.erase(hash);
if (porphan->setDependsOn.empty())
{
vecPriority.push_back(TxPriority(porphan->dPriority,
porphan->feeRate, porphan->ptx));
std: :push_heap(vecPriority.begin(),
vecPriority.end(), comparer);

}

// Masternode and general budget payments
FillBlockPayee(txNew, nFees);

// Make payee
if(txNew.vout.size() > 1){
pblock->payee = txNew.vout[1].scriptPubKey;

nLastBlockTx = nBlockTx;
nLastBlockSize = nBlockSize;
LogPrintf("CreateNewBlock(): total size %u\n", nBlockSize);

// Compute final coinbase transaction.
txNew.vin[@].scriptSig = CScript() << nHeight << OP_0;
pblock->vtx[@] = txNew;

pblocktemplate->vTxFees[0] = -nFees;
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// Fill in header
pblock->hashPrevBlock = pindexPrev->GetBlockHash();
UpdateTime(pblock, pindexPrev);

pblock->nBits

GetNextWorkRequired(pindexPrev, pblock);
pblock->nNonce = 0;

pblocktemplate->vTxSigOps[@] = GetlLegacySigOpCount(pblock->vtx[0]);

CvValidationState state;
if (!TestBlockvalidity(state, *pblock, pindexPrev, false, false))
throw std::runtime_error("CreateNewBlock() : TestBlockValidity
failed");

}

return pblocktemplate.release();

void IncrementExtraNonce(CBlock* pblock, CBlockIndex* pindexPrev, unsigned
int& nExtraNonce)
{

// Update nExtraNonce

static uint256 hashPrevBlock;

if (hashPrevBlock != pblock->hashPrevBlock)

{

nExtraNonce = 0;

hashPrevBlock = pblock->hashPrevBlock;
}
++nExtraNonce;

unsigned int nHeight = pindexPrev->nHeight+l; // Height first in coinbase
required for block.version=2

CMutableTransaction txCoinbase(pblock->vtx[0]);

txCoinbase.vin[@].scriptSig = (CScript() << nHeight <<
CScriptNum(nExtraNonce)) + COINBASE_FLAGS;

assert(txCoinbase.vin[@].scriptSig.size() <= 100);

pblock->vtx[@] = txCoinbase;
pblock->hashMerkleRoot = pblock->BuildMerkleTree();

#ifdef ENABLE_WALLET
[ITTTTTTT 7077777777770 7 0777777777077 777 7777777777777777777777171177777
/!
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//
//

Internal miner

double dHashesPerSec = 0.0;
int64_t nHPSTimerStart = 0;

// ***TODO*** ScanHash is not yet used in Factor

//

// ScanHash scans nonces looking for a hash with at least some zero bits.

// The nonce is usually preserved between calls, but periodically or if the

// nonce is @xffffo000 or above, the block is rebuilt and nNonce starts over at
// zero.

//

//bool static ScanHash(const CBlockHeader *pblock, uint32_t& nNonce, uint256
*phash)

/74

// // Write the first 76 bytes of the block header to a double-SHA256 state.
// CHash256 hasher;

// CDataStream ss(SER_NETWORK, PROTOCOL_VERSION);

// ss << *pblock;

// assert(ss.size() == 80);

// hasher.Write((unsigned char*)&ss[0], 76);

// while (true) {

// nNonce++;

// // Write the last 4 bytes of the block header (the nonce) to a copy of
// // the double-SHA256 state, and compute the result.

// CHash256(hasher).Write((unsigned char*)&nNonce, 4).Finalize((unsigned
char*)phash);

// // Return the nonce if the hash has at least some zero bits,

// // caller will check if it has enough to reach the target

// if (((uintlé_t*)phash)[15] == 0)

// return true;

// // If nothing found after trying for a while, return -1

// if ((nNonce & Oxffff) == 0)

// return false;

// if ((nNonce & Oxfff) == 0)

// boost::this_thread::interruption_point();

// ¥
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CBlockTemplate* CreateNewBlockWithKey(CReserveKey& reservekey)

{
CPubKey pubkey;

if (!reservekey.GetReservedKey (pubkey))
return NULL;

CScript scriptPubKey = CScript() << ToByteVector(pubkey) << OP_CHECKSIG;
return CreateNewBlock(scriptPubKey);

bool ProcessBlockFound(CBlock* pblock, CWallet& wallet, CReserveKey& reservekey)

{
LogPrintf("%s\n", pblock->ToString());

LogPrintf("generated %s\n", FormatMoney(pblock->vtx[@].vout[@].nValue));

// Found a solution

{
LOCK(cs_main);
if (pblock->hashPrevBlock != chainActive.Tip()->GetBlockHash())
return error("FactorMiner : generated bloc